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Summary

CVE CVE-2007-5201

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-04 17:17:00 UTC

Updated 2020-05-19 20:07:00 UTC

Description The FTP backend for Duplicity before 0.4.9 sends the password as a command line argument when calling ncftp, which might allow local users to read the password by listing the process and its arguments.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Duplicity Project Duplicity All All All All

Application Duplicity Project Duplicity All All All All

References

Reference Source Link Tags

#442840 - duplicity: exposes FTP password in command line args - Debian Bug report logs CONFIRM bugs.debian.org Third Party Advisory

Fedora update for duplicity - Advisories - Secunia SECUNIA secunia.com Third Party Advisory

404 Not Found CONFIRM duplicity.nongnu.org Broken Link

Bug 293081 – CVE-2007-5201 Duplicity discloses password in FTP backend CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

duplicity 'ftpBackend' FTP Password Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

[SECURITY] Fedora 7 Update: duplicity-0.4.9-1.fc7 FEDORA www.redhat.com Third Party Advisory

42339 OSVDB osvdb.org Broken Link

[SECURITY] Fedora 8 Update: duplicity-0.4.9-1.fc8 FEDORA www.redhat.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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