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CVE CVE-2007-5201
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-10-04 17:17:00 UTC
Updated 2020-05-19 20:07:00 UTC
Description The FTP backend for Duplicity before 0.4.9 sends the password as a command line argument when calling ncftp, which mi¢

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Duplicity Project Duplicity Al Al Al Al
Application Duplicity Project Duplicity All All All All

References

Reference

#442840 - duplicity: exposes FTP password in command line args - Debian Bug report logs
Fedora update for duplicity - Advisories - Secunia

404 Not Found

Bug 293081 — CVE-2007-5201 Duplicity discloses password in FTP backend

duplicity 'ftpBackend' FTP Password Disclosure Vulnerability

[SECURITY] Fedora 7 Update: duplicity-0.4.9-1.fc7

42339

[SECURITY] Fedora 8 Update: duplicity-0.4.9-1.fc8

CVE Program record

NVD vulnerability detail

/

Source Link

CONFIRM  bugs.debian.org
SECUNIA  secunia.com
CONFIRM  duplicity.nongnu.org
CONFIRM  bugzilla.redhat.com
BID www.securityfocus.com
FEDORA  www.redhat.com
OSvDB osvdb.org

FEDORA  www.redhat.com
CVE.ORG www.cve.org

NVD nvd.nist.gov
|

No vendor comments have been submitted for this CVE.

Tags

Third Pa
Third Pa
Broken |
Issue Tr:
Third Pa
Third Pa
Broken |
Third Pa
canonice

canonice
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https://cve.report/
https://cve.report/CVE-2007-5201/mitre
https://cve.report/CVE-2007-5201/nist
https://cve.report/CVE-2007-5201/cve_org
https://cve.report/api/cve/CVE-2007-5201.json
https://cve.report/CVE-2007-5201.pdf
http://cve.report/vendor/duplicity_project
http://cve.report/software/duplicity_project/duplicity
http://cve.report/vendor/duplicity_project
http://cve.report/software/duplicity_project/duplicity
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=442840
http://secunia.com/advisories/28917
http://duplicity.nongnu.org/CHANGELOG
https://bugzilla.redhat.com/show_bug.cgi?id=293081
http://www.securityfocus.com/bid/27771
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00445.html
http://osvdb.org/42339
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00356.html
https://www.cve.org/CVERecord?id=CVE-2007-5201
https://nvd.nist.gov/vuln/detail/CVE-2007-5201

Legacy QID Mappings

995370 Python (Pip) Security Update for duplicity (GHSA-wxcw-rgxc-hj85)
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