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PUBLIC
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Java Web Start in Sun JDK and JRE 5.0 Update 12 and earlier, and SDK and JRE 1.4.2_15 and earlier, on Windows does
| |

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Sun Jdk 1.5.0 update All All
Sun Jdk 1.5.0 update10 All All
Sun Jdk 1.5.0 update11 All All
Sun Jak 1.5.0 update12 All All
Sun Jdk 1.5.0 update2 All All
Sun Jak 1.5.0 update3 All All
Sun Jak 1.5.0 update4 All All
Sun Jdk 1.5.0 update5 All All
Sun Jdk 1.5.0 update?7 All All
Sun Jdk 1.5.0 update8 All All
Sun Jdk 1.5.0 update9 All All
Sun Jdk 1.5.0 update All All
Sun Jdk 1.5.0 update10 All All
Sun Jdk 1.5.0 update11 All All
Sun Jdk 1.5.0 update12 All All
Sun Jdk 1.5.0 update2 All All

Sun Jak 1.5.0 update3 All All
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Application Sun Sdk 1.4.2_14 All All
Application Sun Sdk 1.4.2_15 All All
Application Sun Sdk 1.4.2_03 All All
Application Sun Sdk 1.4.2 08 All All
Application Sun Sdk 1.4.2_09 All All
Application Sun Sdk 1.42_10 All All
Application Sun Sdk 1.4.2_11 All All
Application Sun Sdk 1.42 12 All All
Application Sun Sdk 1.4.2 183 All All
Application Sun Sdk 1.42 14 All All
Application Sun Sdk 1.4.2_15 All All
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References

Reference

HP-UX update for JRE/JDK - Advisories - Secunia

SUSE update for Sun Java - Advisories - Secunia

Oracle Fusion Middleware Technologies

Security Announcement

SSRT071483

Repository / Oval Repository

SUSE update for IBM Java - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IBM X-Force Exchange

SUSE update for IBMJava5-JRE and IBMJava5-SDK - Advisories - Secunia
[security-announce] SUSE Security Announcement: IBM Java (SUSE-SA:2008:0

BEA JRockit Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
VMware ESX Server update for Tomcat and Java JRE - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail - OVH

Webmail - OVH

#103073: Multiple Security Vulnerabilities in Java Web Start Relating to Local File Access
SUSE update for java-1_5_0-ibm - Advisories - Secunia

Security update for java-1_5_0-ibm

Webmail - OVH

VMSA-2008-0010.3 - VMware

Sun Java WebStart Multiple File Access And Information Disclosure Vulnerabilities

CVE Program record

NVD vulnerability detail

Source

SECUNIA

SECUNIA
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SUSE

HP

OVAL

SECUNIA
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SECUNIA

SUSE

SECUNIA

SECUNIA
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SUNALERT

SECUNIA

CONFIRM

VUPEN

CONFIRM

BID

CVE.ORG

Link

secunii
secunii
dev2de
wWww.n
h2000(
oval.cit
secunii
exchar
secuni
lists.op
secunii
secunii
WWW.V
WWW.V
sunsol'
secunii
suppor
WWW.V
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-08 Mark J Cox Not vulnerable. These issues do not affect Linux versions of Sun JDK or JRE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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