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AVENJAC:HAUN/C:P/LP/AN

Certain versions of Jdk from Sun contain the following vulnerability:

Java Web Start in Sun JDK and JRE 6 Update 2 and earlier, JDK and
JRE 5.0 Update 12 and earlier, SDK and JRE 1.4.2_15 and earlier,
and SDK and JRE 1.3.1_20 and earlier does not properly enforce
access restrictions for untrusted (1) applications and (2) applets, which
allows user-assisted remote attackers to copy or rename arbitrary files
when local users perform drag-and-drop operations from the untrusted

application or applet window onto certain types of desktop applications.

CVE-2007-5239 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: EMEDIEN] |

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

[ HIGH | [ NONE |
Integrity Availability
Impact Impact

Description

HP-UX update for
JRE/JDK - Advisories -
Secunia

#103072: An Untrusted
Java Web Start
Application or Java Applet
May Move or Copy
Arbitrary Files by
Requesting the User to
Drag and Drop a File from
Application or Applet
Window to a Desktop

[ NONE |
CVE References

Tags Link

»{ SECUNIA 27693

() SUNALERT 103072

Not Archived


https://cve.report/
https://cve.report/CVE-2007-5239/mitre
https://cve.report/CVE-2007-5239/nist
https://cve.report/CVE-2007-5239/cve_org
https://cve.report/CVE-2007-5239.pdf
http://cve.report/software/sun/jdk
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2007/http://secunia.com/advisories/27693
https://web.archive.org/web/2007/http://sunsolve.sun.com/search/document.do?assetkey=1-26-103072-1
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rhn.redhat.com | Red Hat
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(SUSE-SA:2008:0
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Red Hat update for java-
1.5.0-bea - Secunia
Advisories - Vulnerability
Intelligence -
Secunia.com

VMware ESX Server
update for Tomcat and
Java JRE - Secunia
Advisories - Vulnerability
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text/html
Inactive Link™ Not Archived
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¢ GENTOO GLSA-200806-11
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»{ SECUNIA 29858

& REDHAT RHSA-2008:0132
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{ SECUNIA 28880

() SECTRACK 1018814
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http://www.gentoo.org/security/en/glsa/glsa-200804-20.xml
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http://www.redhat.com/support/errata/RHSA-2008-0132.html
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http://www.redhat.com/support/errata/RHSA-2007-0963.html
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http://www.vupen.com/english/advisories/2008/0609
http://www.vmware.com/security/advisories/VMSA-2008-0010.html
http://security.gentoo.org/glsa/glsa-200804-28.xml
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Red Hat update for java- YU SECUNIA 27804
1.5.0-ibm - Advisories -
Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sun Jdk 1.5.0 update1 All All
Application Sun Jdk 1.5.0 update10 All All
Application Sun Jdk 1.5.0 update11 All All
Application Sun Jdk 1.5.0 update12 All All
Application Sun Jdk 1.5.0 update2 All All
Application Sun Jak 1.5.0 update3 All All
Application Sun Jdk 1.5.0 update4 All All
Application Sun Jdk 1.5.0 update5 All All
Application Sun Jdk 1.5.0 update?7 All All
Application Sun Jdk 1.5.0 update8 All All
Application Sun Jdk 1.5.0 update9 All All
Application Sun Jdk 1.6.0 update1 All All
Application Sun Jdk 1.6.0 update2 All All
Application Sun Jdk 1.5.0 update1 All All
Application Sun Jdk 1.5.0 update10 All All
Application Sun Jdk 1.5.0 update11 All All
Application Sun Jdk 1.5.0 update12 All All
Application Sun Jdk 1.5.0 update2 All All
Application Sun Jdk 1.5.0 update3 All All
Application Sun Jdk 1.5.0 update4 All All
Application Sun Jdk 1.5.0 update5 All All
Application Sun Jdk 1.5.0 update?7 All All
Application Sun Jdk 1.5.0 update8 All All
Application Sun Jdk 1.5.0 update9 All All
Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.6.0 update2 All All
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142 13
1.4.2 14
14215
1.3.1_01
1.3.1_01a
13.1_16
1.3.1_18
1.3.1.19
1.3.1.20
142
1.4.2_03
1.4.2_08
1.4.2_09
1.4.2 10
1.4.2_11
142 12
142 13
142 14
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dkkakkakak.

cpe:2.3:a:sun:jdk:1.5.0:update7:*:*:*:*:*:*:

dkkakkkak.

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

dkkakkukak.

cpe:2.3:a:sun:jdk:1.5.0:update9:*:*:*:*:*:*:

dkakakakukak.

cpe:2.3:a:sun:jdk:1.6.0:updatet :*:*:*:*:*:*:

dkakuk Lk kuk.

cpe:2.3:a:sun:jdk:1.6.0:update2:*:*:*:*:*:*:

dkakukkkuk.

cpe:2.3:a:sun:jdk:1.5.0:updatet:*:*:*:*:*:*:

LRk kR akuk.

cpe:2.3:a:sun:jdk:1.5.0:update2:*:*:*:*:*:*:

dkak Lk akakuk.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

SRRk akukuk.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

dkak kR kuk.

cpe:2.3:a:sun:jdk:1.5.0:updates:*:*:*:*:*:*:

LRk kR kuk.

cpe:2.3:a:sun:jdk:1.5.0:update7:*:*:*:*:*:*:

LRk kR akak.

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

LRk kR Rk,

cpe:2.3:a:sun:jdk:1.5.0:update9:*:*:*:*:*:*:

LRk kR Rk,

cpe:2.3:a:sun:jdk:1.6.0:update2:*:*:*:*:*:*:
cpe:2.3:a:sunzjre:1.3.0:

cpe:2.3:a:sun:jre:1.3.0:updates: :*:**:*:*:

dkakak ok akak.

cpe:2.3:a:sun:jre:1.3.1:update 1 :*:*:*:*:*:*:

SRk koK koK,

cpe:2.3:a:sun;jre:1.3.1:update16:*:*:*:*:*:*:

AmAN DiacAaiimciva:d D daimdAatAad Nk ok ok ok ok %,



cpe:2.3:a:sun:jre:1.4.2:

dkukakakakakak.

cpe:2.3:a:sun;jre:1.4.2_1: e

akLk kKK kK,

cpe:2.3:a:sun;jre:1.4.2_11: 7

ARk kKK kK,

cpe:2.3:a:sun;jre:1.4.2_12: %

ARk kKKK Lk,

cpe:2.3:a:sun;jre:1.4.2_13: "

ARk kKKK k.

cpe:2.3:a:sun;jre:1.4.2_14: %

dkk Lk kkakuk.

cpe:2.3:a:sun;jre:1.4.2_3: ke

dk Lk ak Lk akkak.

cpe:2.3:a:sun;jre:1.4.2_8:

dkk Lk kakakak.

cpe:2.3:a:sun;jre:1.4.2_9:

dkak Lk akkuk.

cpe:2.3:a:sun;jre:1.5.0:updatet:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun;jre:1.5.0:updated 1:*:*:* """

KKKk kK,

cpe:2.3:a:sun:jre:1.5.0:update12:*:*:*:*:*::

ARk kR akak,

cpe:2.3:a:sun:jre:1.5.0:update2:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:sun:jre:1.5.0:update3:*:*:**:*:*:

Rk kR ok ak.

cpe:2.3:a:sun:jre:1.5.0:update7:*:*:**:*:*:

kakak ok akak.

cpe:2.3:a:sun:jre:1.5.0:update8:*:*:*:*:*:*:



kKK KKk,

cpe:2.3:a:sun;jre:1.3.1:update18:*:*:*:*:*:*:

Rk LK LKL kLK,

cpe:2.3:a:sun;jre:1.3.1:update19:*:*:*:*:*:*:

Kk Lk LKLk Lk,

cpe:2.3:a:sun;jre:1.3.1:update20:*:*:*:*:*:*:

dkkakukkakak.

cpe:2.3:a:sun;jre:1.4:

dkak kR kuk.

cpe:2.3:a:sun;jre:1.4.1:update3:*:*:*:*:*:*:

cpe:2.3:a:sun;jre:1.4.2:%:

akLkLk Lk Lkuk ok,

cpe:2.3:a:sun;jre:1.4.2_10: "

akLkLk kKKK,

cpe:2.3:a:sun;jre:1.4.2_11:

ARk Lak kKKK,

cpe:2.3:a:sun;jre:1.4.2_12:

KKk oKk kK,

cpe:2.3:a:sun;jre:1.4.2_13:

ARk ak kKKK,

cpe:2.3:a:sunzjre:1.4.2_15: e

Lk Lk ak kR akak.

cpe:2.3:a:sunzjre:1.4.2_3: e

dkk ok akakakak.

cpe:2.3:a:sunzjre:1.4.2_8:

Sk Lk ak kR akak,

cpe:2.3:a:sunzjre:1.4.2_9:

SRk kKKK,

cpe:2.3:a:sun:jre:1.5.0:update10:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:sun:jre:1.5.0:update1 1%

SRk kKKK,

cpe:2.3:a:sun:jre:1.5.0:update12:*:*:*:**:*:

kak kR akak.

cpe:2.3:a:sun;jre:1.5.0:update2:*:*:*:*:*:*:






No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [\ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/CVE-2007-5238
https://cve.report/CVE-2007-5240
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2007-5239
	CVSS2 Score: 4 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)


