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CVE CVE-2007-5245
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2007-10-06 17:17:00 UTC
Updated 2018-10-1521:41:00 UTC

Description Multiple stack-based buffer overflows in Firebird LI 1.5.3.4870 and 1.5.4.4910, and WI 1.5.3.4870 and 1.5.4.4910, allow ren
i)

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Firebirdsql Firebird 1.5.3.4870 All linux All

Application Firebirdsql Firebird 1.5.3.4870 All windows All

Application Firebirdsql Firebird 1.5.4.4910 All linux All

Application Firebirdsql Firebird 1.5.4.4910 All windows All

Application Firebirdsql Firebird 1.5.3.4870 All linux All

Application Firebirdsql Firebird 1.5.3.4870 All windows All

Application Firebirdsql Firebird 1.5.4.4910 All linux All

Application Firebirdsql Firebird 1.5.4.4910 All windows All

Reference Source
RISE Security - Firebird Relational Database Multiple Buffer Overflow Vulnerabilities MISC
Firebird Relational Database Multiple Remote Stack Buffer Overflow Vulnerabilities BID
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
RISE Security - Firebird Relational Database Multiple Buffer Overflow Vulnerabilities MISC
Borland InterBase Multiple Remote Buffer Overflow Vulnerabilities BID
SecurityFocus BUGTR!/
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http://www.vupen.com/english/advisories/2007/3380
http://www.risesecurity.org/advisory/RISE-2007003/
http://www.securityfocus.com/bid/25917
http://www.securityfocus.com/archive/1/481491/100/0/threaded

IBM X-Force Exchange XF
Firebird 1 Multiple Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNI

Firebird Attach, Create, and Service Attach Request Buffer Overflows Let Remote Users Execute Arbitrary Code - SecurityTracker SECTR#

Docsvault Firebird Service Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNI
RISE Security - InterBase/Firebird Fun MISC
RISE Security MISC
CVE Program record CVE.OR
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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