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CVE CVE-2007-5248
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-06 17:17:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple format string vulnerabilities in the ID Software Doom 3 engine, as used by Doom 3 1.3.1 and earlier, Quake 4 1.4.2

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-134 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Id Software Doom 3 All All All All


https://cve.report/
https://cve.report/CVE-2007-5248/mitre
https://cve.report/CVE-2007-5248/nist
https://cve.report/CVE-2007-5248/cve_org
https://cve.report/api/cve/CVE-2007-5248.json
https://cve.report/CVE-2007-5248.pdf
http://cve.report/vendor/id_software
http://cve.report/software/id_software/doom_3

Application Id Software Quake 4 All All All All

Application Take2games Prey All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link
id Software Doom 3 Engine Console String Visualization Format String Vulnerability —af854a3a-2127-422b-91ae-364da2661108 www.secu
Doom 3 Engine Format String Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.cc
IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange
SecurityReason - Format string in the Doom 3 engine through PB af854a3a-2127-422b-91ae-364da2661108 securityre:
Luigi Auriemma af854a3a-2127-422b-91ae-364da2661108  aluigi.org
Prey Doom 3 Engine Format String Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.cc
SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.secu
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108 www.vupe
Quake 4 Doom 3 Engine Format String Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.cc
aluigi.altervista.org/adv/d3engfspb-adv.ixt af854a3a-2127-422b-91ae-364da2661108 aluigi.alter
CVE Program record CVE.ORG WWW.CVe.(
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/id_software
http://cve.report/software/id_software/quake_4
http://cve.report/vendor/take2games
http://cve.report/software/take2games/prey
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/25893
http://secunia.com/advisories/27002
https://exchange.xforce.ibmcloud.com/vulnerabilities/36899
http://securityreason.com/securityalert/3196
http://aluigi.org/poc/d3engfspb.zip
http://secunia.com/advisories/27036
http://www.securityfocus.com/archive/1/481229/100/0/threaded
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