CVE-2007/-5254

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2007-5254
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-10-06 17:17:00 UTC
Updated 2008-11-1507:00:00 UTC
Description VirusBlokAda Vba32 AntiVirus 3.12.2 uses weak permissions (Everyone:Write) for its installation directory, which allows loc
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Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Virusblokada Vba32 Antivirus 3.12.2 All
Application Virusblokada Vba32 Antivirus 3.12.2 All

Edition Language
All All
All All

References

Reference Source
37991 OosvDB
[Full-disclosure] Vba32 AntiVirus v3.12.2 insecure file permissions FULLDISC
Home | VirusBlokAda CONFIRM
VBA32 Antivirus Insecure Default Directory Permissions - Advisories - Secunia SECUNIA

Vba32 Personal Antivirus Insecure File Permissions Local Privilege Escalation Vulnerability =~ BID
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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Link Tags
osvdb.org

lists.grok.org.uk Exploit,
www.anti-virus.by Patch

secunia.com
www.securityfocus.com
WWWw.cve.org canonic

nvd.nist.gov canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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