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CVE CVE-2007-5267
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-10-08 21:17:00 UTC
Updated 2018-10-15 21:41:00 UTC
Description Off-by-one error in ICC profile chunk handling in the png_set_iCCP function in pngset.c in libpng before 1.2.22 betal allows

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Libpng Libpng All All All

Language

All

References

Reference

SecurityFocus

About Security Update 2008-002

issues.rpath.com/browse/RPL-1814

Core Security Technologies

Webmail - OVH

Avaya CMS Solaris libpng Multiple Vulnerabilities - Secunia.com

Sun Solaris libpng Multiple Vulnerabilities - Secunia.com

Libpng Library ICC Profile Chunk Off-By-One Denial of Service Vulnerability
libpng ICC Profile Chunk Denial of Service Vulnerability - Advisories - Secunia
Page not found - SourceForge.net

ASA-2009-208 (SUN 259989)

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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https://cve.report/
https://cve.report/CVE-2007-5267/mitre
https://cve.report/CVE-2007-5267/nist
https://cve.report/CVE-2007-5267/cve_org
https://cve.report/api/cve/CVE-2007-5267.json
https://cve.report/CVE-2007-5267.pdf
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://www.securityfocus.com/archive/1/489135/100/0/threaded
http://docs.info.apple.com/article.html?artnum=307562
https://issues.rpath.com/browse/RPL-1814
http://www.coresecurity.com/?action=item&id=2148
http://www.vupen.com/english/advisories/2009/1462
http://secunia.com/advisories/35386
http://secunia.com/advisories/35302
http://www.securityfocus.com/bid/25957
http://secunia.com/advisories/27130
http://sourceforge.net/mailarchive/message.php?msg_name=3.0.6.32.20071005143158.012ada08%2540mail.comcast.net
http://support.avaya.com/elmodocs2/security/ASA-2009-208.htm
http://secunia.com/advisories/29420
http://www.vupen.com/english/advisories/2008/0924/references

Android Developers Blog: Android SDK update: m5-rc15 released CONFIRM anc
rPath update for libpng - Advisories - Secunia SECUNIA sec
The Slackware Linux Project: Slackware Security Advisories SLACKWARE sla
1020521 SUNALERT sur
Slackware update for libpng - Advisories - Secunia SECUNIA sec
Webmail - OVH VUPEN WWw
SourceForge.net: png-mng-implement MLIST soL
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN ww
APPLE-SA-2008-03-18 Security Update 2008-002 APPLE list:
SecurityFocus BUGTRAQ ww
259989 SUNALERT sur
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
q |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-16 Mark J Cox  Not vulnerable. This issue did not affect the versions of libpng and libpng10 as shipped with Rec
i
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There are currently no legacy QID mappings associated with this CVE.
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