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State PUBLIC
Assigner cve@mitre.org

/

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2007-10-08 21:17:00 UTC
Updated 2018-10-26 14:11:00 UTC
Description pngrtran.c in libpng before 1.0.29 and 1.2.x before 1.2.21 use (1) logical instead of bitwise operations and (2) incorrect com

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Operating System Canonical
Operating System Canonical
Operating System Canonical
Operating System Canonical
Operating System Canonical
Operating System Canonical
Operating System Canonical
Operating System Canonical
Application Libpng
Application Libpng

Product
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Ubuntu Linux
Libpng

Libpng

Version

6.06

6.10

6.06

6.10

7.04

7.10

All

All

Update
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

Language

All

All

All

All

All

All

All

All

All

All

References

Reference

SecurityFocus

Page not found - SourceForge.net
About Security Update 2008-002

Ubuntu update for libpng - Advisories - Secunia

Source

BUGTRAQ

MLIST

CONFIRM

SECUNIA


https://cve.report/
https://cve.report/CVE-2007-5268/mitre
https://cve.report/CVE-2007-5268/nist
https://cve.report/CVE-2007-5268/cve_org
https://cve.report/api/cve/CVE-2007-5268.json
https://cve.report/CVE-2007-5268.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://www.securityfocus.com/archive/1/489135/100/0/threaded
http://sourceforge.net/mailarchive/message.php?msg_name=5122753600C3E94F87FBDFFCC090D1FF0400EBC5%2540MERCMBX07.na.sas.com
http://docs.info.apple.com/article.html?artnum=307562
http://secunia.com/advisories/27405

issues.rpath.com/browse/RPL-1814

Support / Security / Advisories / / MDKSA-2007:217 | Mandriva

Core Security Technologies

Webmail - OVH

Libpng Library Multiple Remote Denial of Service Vulnerabilities
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Avaya CMS Solaris libpng Multiple Vulnerabilities - Secunia.com

Gentoo Bug 195261 - media-libs/libpng < 1.2.22 Multiple Denial of Service Vulnerabilities (CVE-2007-{5266,5268,5269})

Gentoo update for libpng - Advisories - Secunia

Linux Terminal Server Project: Multiple vulnerabilities — Gentoo Linux Documentation
Sun Solaris libpng Multiple Vulnerabilities - Secunia.com

libpng Multiple Denial of Service Vulnerabilities - Advisories - Secunia

ASA-2009-208 (SUN 259989)

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
USN-538-1: libpng vulnerabilities | Ubuntu

SourceForge.net: png-mng-implement

Android Developers Blog: Android SDK update: m5-rc15 released
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
rPath update for libpng - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities
The Slackware Linux Project: Slackware Security Advisories

Page not found - SourceForge.net

Mandriva update for libpng - Advisories - Secunia

1020521

Slackware update for libpng - Advisories - Secunia

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Gentoo Linux Documentation -- libpng: Multiple Denials of Service

Gentoo Itsp Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

APPLE-SA-2008-05-28 Security Update 2008-003 and Mac OS X v10.5.3
APPLE-SA-2008-03-18 Security Update 2008-002

SecurityFocus

259989
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CONFIRM

MANDRIVA

MISC

VUPEN

BID

VUPEN

SECUNIA

CONFIRM

SECUNIA

GENTOO

SECUNIA

SECUNIA

CONFIRM

SECUNIA

VUPEN

UBUNTU

MLIST
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VUPEN

SECUNIA

CERT

SLACKWARE

MLIST

SECUNIA

SUNALERT

SECUNIA

SECUNIA

GENTOO

SECUNIA

VUPEN

APPLE

APPLE

BUGTRAQ

SUNALERT

CVE.ORG


https://issues.rpath.com/browse/RPL-1814
http://www.mandriva.com/security/advisories?name=MDKSA-2007:217
http://www.coresecurity.com/?action=item&id=2148
http://www.vupen.com/english/advisories/2009/1462
http://www.securityfocus.com/bid/25956
http://www.vupen.com/english/advisories/2008/1697
http://secunia.com/advisories/35386
http://bugs.gentoo.org/show_bug.cgi?id=195261
http://secunia.com/advisories/27529
http://www.gentoo.org/security/en/glsa/glsa-200805-07.xml
http://secunia.com/advisories/35302
http://secunia.com/advisories/27093
http://support.avaya.com/elmodocs2/security/ASA-2009-208.htm
http://secunia.com/advisories/29420
http://www.vupen.com/english/advisories/2008/0924/references
http://www.ubuntu.com/usn/usn-538-1
http://sourceforge.net/mailarchive/forum.php?thread_name=3.0.6.32.20071004082318.012a7628%2540mail.comcast.net&forum_name=png-mng-implement
http://android-developers.blogspot.com/2008/03/android-sdk-update-m5-rc15-released.html
http://www.vupen.com/english/advisories/2007/3390
http://secunia.com/advisories/27284
http://www.us-cert.gov/cas/techalerts/TA08-150A.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.520323
http://sourceforge.net/mailarchive/message.php?msg_name=e56ccc8f0709140846k24e9a040r81623783b6b1c00f%2540mail.gmail.com
http://secunia.com/advisories/27629
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1020521.1-1
http://secunia.com/advisories/27746
http://secunia.com/advisories/30430
http://www.gentoo.org/security/en/glsa/glsa-200711-08.xml
http://secunia.com/advisories/30161
http://www.vupen.com/english/advisories/2009/1560
http://lists.apple.com/archives/security-announce/2008//May/msg00001.html
http://lists.apple.com/archives/security-announce/2008/Mar/msg00001.html
http://www.securityfocus.com/archive/1/483582/100/0/threaded
http://sunsolve.sun.com/search/document.do?assetkey=1-66-259989-1
https://www.cve.org/CVERecord?id=CVE-2007-5268
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-10-16 Mark J Cox  Not vulnerable. This issue did not affect the versions of libpng and Iibpng1 0 as shipped with Rec
K |

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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