=

VE-2007-52

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2007-5269
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-08 21:17:00 UTC
Updated 2018-10-15 21:42:00 UTC
Description Certain chunk handlers in libpng before 1.0.29 and 1.2.x before 1.2.21 allow remote attackers to cause a denial of service (

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libpng Libpng 1.0.28 All All All
Application Libpng Libpng 1.0.28 All All All
Application Libpng Libpng All All All All
References |
Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

Fedora update for libpng - Advisories - Secunia

About Security Update 2008-002

Repository / Oval Repository

VMware Workstation 6 Release Notes

Ubuntu update for libpng - Advisories - Secunia

VMware ESX / ESXi Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
ASA-2007-460 (RHSA-2007-0992)

VMware Player Release Notes

[SECURITY] Fedora 7 Update: libpng10-1.0.29-1.fc7
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https://cve.report/api/cve/CVE-2007-5269.json
https://cve.report/CVE-2007-5269.pdf
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/software/libpng/libpng
http://www.vupen.com/english/advisories/2008/2466
http://www.securityfocus.com/archive/1/489135/100/0/threaded
http://secunia.com/advisories/27492
http://docs.info.apple.com/article.html?artnum=307562
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10614
http://www.vmware.com/support/ws6/doc/releasenotes_ws6.html
http://secunia.com/advisories/27405
http://secunia.com/advisories/31713
http://support.avaya.com/elmodocs2/security/ASA-2007-460.htm
http://www.vmware.com/support/player2/doc/releasenotes_player2.html
https://www.redhat.com/archives/fedora-package-announce/2007-October/msg00353.html

libpng Chunk Handling Bugs Let Remote Users Deny Service - Security Tracker

issues.rpath.com/browse/RPL-1814

Support / Security / Advisories / / MDKSA-2007:217 | Mandriva

Gentoo Linux Documentation -- VMware Player, Server, Workstation: Multiple vulnerabilities

VMSA-2008-0005.1 - VMware

VMware Server Release Notes

Fedora update for libpng and libpng10 - Advisories - Secunia

[Full-disclosure] VMSA-2008-0014 Updates to VMware Workstation, VMware Player, VMware ACE, VMware Server, VMware ESX address in
[Security-announce] VMSA-2008-0005 Updated VMware Workstation, VMware Player, VMware Server, VMware ACE, and VMware Fusion re
Core Security Technologies

Avaya Products libpng Denial of Service Vulnerability - Advisories - Secunia

Webmail - OVH

Libpng Library Multiple Remote Denial of Service Vulnerabilities

VMware ESX Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Avaya CMS Solaris libpng Multiple Vulnerabilities - Secunia.com

rhn.redhat.com | Red Hat Support

Gentoo Bug 195261 - media-libs/libpng < 1.2.22 Multiple Denial of Service Vulnerabilities (CVE-2007-{5266,5268,5269})
Gentoo update for libpng - Advisories - Secunia

Linux Terminal Server Project: Multiple vulnerabilities — Gentoo Linux Documentation

Sun Solaris libpng Multiple Vulnerabilities - Secunia.com

libpng Multiple Denial of Service Vulnerabilities - Advisories - Secunia

ASA-2009-208 (SUN 259989)

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Bug 337461 — CVE-2007-5269 libpng DoS via multiple out-of-bounds reads [F7]

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMSA-2008-0014.3 - VMware

USN-538-1: libpng vulnerabilities | Ubuntu

SourceForge.net: png-mng-implement

Android Developers Blog: Android SDK update: m5-rc15 released

Red Hat update for libpng - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMware Workstation 5.5 Release Notes

rPath update for libpng - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities


http://www.securitytracker.com/id?1018849
https://issues.rpath.com/browse/RPL-1814
http://www.mandriva.com/security/advisories?name=MDKSA-2007:217
http://security.gentoo.org/glsa/glsa-201209-25.xml
http://www.vmware.com/security/advisories/VMSA-2008-0005.html
http://www.vmware.com/support/server/doc/releasenotes_server.html
http://secunia.com/advisories/27369
http://lists.grok.org.uk/pipermail/full-disclosure/2008-August/064118.html
http://lists.vmware.com/pipermail/security-announce/2008/000008.html
http://www.coresecurity.com/?action=item&id=2148
http://secunia.com/advisories/27662
http://www.vupen.com/english/advisories/2009/1462
http://www.securityfocus.com/bid/25956
http://secunia.com/advisories/31712
http://www.vupen.com/english/advisories/2008/1697
http://secunia.com/advisories/35386
http://www.redhat.com/support/errata/RHSA-2007-0992.html
http://bugs.gentoo.org/show_bug.cgi?id=195261
http://secunia.com/advisories/27529
http://www.gentoo.org/security/en/glsa/glsa-200805-07.xml
http://secunia.com/advisories/35302
http://secunia.com/advisories/27093
http://support.avaya.com/elmodocs2/security/ASA-2009-208.htm
http://secunia.com/advisories/29420
https://bugzilla.redhat.com/show_bug.cgi?id=337461
http://www.vupen.com/english/advisories/2008/0924/references
http://www.vmware.com/security/advisories/VMSA-2008-0014.html
http://www.ubuntu.com/usn/usn-538-1
http://sourceforge.net/mailarchive/forum.php?thread_name=3.0.6.32.20071004082318.012a7628%2540mail.comcast.net&forum_name=png-mng-implement
http://android-developers.blogspot.com/2008/03/android-sdk-update-m5-rc15-released.html
http://secunia.com/advisories/27391
http://www.vupen.com/english/advisories/2007/3390
http://www.vmware.com/support/ws55/doc/releasenotes_ws55.html
http://secunia.com/advisories/27284
http://www.us-cert.gov/cas/techalerts/TA08-150A.html

I he Slackware Linux Project: Slackware Security Advisories
Mandriva update for libpng - Advisories - Secunia

VMware ACE Release Notes

1020521

VMware Player Release Notes

Slackware update for libpng - Advisories - Secunia

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SUSE Update for Multiple Packages - Advisories - Secunia

Debian update for libpng - Secunia Advisories - Vulnerability Information - Secunia.com
Gentoo Linux Documentation -- libpng: Multiple Denials of Service

[SECURITY] Fedora 7 Update: libpng-1.2.22-1.fc7

SecurityFocus

VMware Server 1.0.5 and Workstation 6.0.3 Multiple Vulnerabilities

Gentoo ltsp Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

Debian -- Security Information -- DSA-1750-1 libpng

APPLE-SA-2008-05-28 Security Update 2008-003 and Mac OS X v10.5.3

Bug 327791 — CVE-2007-5269 libpng DoS via multiple out-of-bounds reads
APPLE-SA-2008-03-18 Security Update 2008-002

Webmail - OVH

404 Page Not Found | SUSE

[SECURITY] Fedora Core 6 Update: libpng-1.2.10-10.fc6

SecurityFocus
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/30161
http://www.vupen.com/english/advisories/2009/1560
http://www.securityfocus.com/archive/1/495869/100/0/threaded
http://www.debian.org/security/2009/dsa-1750
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https://bugzilla.redhat.com/show_bug.cgi?id=327791
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http://www.securityfocus.com/archive/1/483582/100/0/threaded
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