
CVE-2007-5320
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-5320

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-09 22:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description Multiple absolute path traversal vulnerabilities in Pegasus Imaging ImagXpress 8.0 allow remote attackers to (1) delete arbitrary files via the CacheFile attribute in the ThumbnailXpres.1 ActiveX control (PegasusImaging.ActiveX.ThumnailXpress1.dll) or (2) overwrite arbitrary files via the CompactFile function in the ImagXpress.8 ActiveX control (PegasusImaging.ActiveX.ImagXpress8.dll).

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pegasus Imaging Imagxpress 8.0 All All All

Application Pegasus Imaging Imagxpress 8.0 All All All

References

Reference Source Link

Pegasus Imaging ImagXpress ActiveX Control CompactFile Arbitrary File Overwrite Vulnerability BID www.securityfocus.com

Pegasus Imaging ImagXpress Two ActiveX Controls Insecure Methods - Advisories - Secunia SECUNIA secunia.com

shinnai.altervista.org MISC shinnai.altervista.org

shinnai.altervista.org MISC shinnai.altervista.org

Webmail - OVH VUPEN www.vupen.com

37959 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

37960 OSVDB osvdb.org

Pegasus Imaging ThumbnailXpress ActiveX Control Arbitrary File Delete Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2007-5320/mitre
https://cve.report/CVE-2007-5320/nist
https://cve.report/CVE-2007-5320/cve_org
https://cve.report/api/cve/CVE-2007-5320.json
https://cve.report/CVE-2007-5320.pdf
http://cve.report/vendor/pegasus_imaging
http://cve.report/software/pegasus_imaging/imagxpress
http://cve.report/vendor/pegasus_imaging
http://cve.report/software/pegasus_imaging/imagxpress
http://www.securityfocus.com/bid/25948
http://secunia.com/advisories/27095
http://shinnai.altervista.org/exploits/txt/TXT_3DQ1nIkI6zmWCek4zP5U.html
http://shinnai.altervista.org/exploits/txt/TXT_wfv7ZG0G6KnQlk1SieLd.html
http://www.vupen.com/english/advisories/2007/3388
http://osvdb.org/37959
https://exchange.xforce.ibmcloud.com/vulnerabilities/37012
http://osvdb.org/37960
http://www.securityfocus.com/bid/25949
https://www.cve.org/CVERecord?id=CVE-2007-5320
https://nvd.nist.gov/vuln/detail/CVE-2007-5320


Vendor Comments And Credit

Organization Published Contributor Statement

Pegasus Imaging Corp. 2007-11-08 Pegasus Imaging acknowledges these issues as affecting our controls in the same way that they affect any ActiveX control that allows files to be saved to absolute directory paths. We’re working on reducing the vulnerabilities of these issues and will publish additional information when available at www.pegasusimaging.com/faq.htm. In the meantime we recommend that users follow the Microsoft guidelines for reducing the vulnerability by increasing their browser security settings for ActiveX controls.

There are currently no legacy QID mappings associated with this CVE.
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