CVE
State

Assigner

Published
Updated

Description

/

CVE-200/-5331

MITRE NVD CVE.ORG Print: PDF %5

CVE-2007-5331
PUBLIC

cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

2007-10-13 00:17:00 UTC
2021-04-09 18:54:00 UTC

Queue.dll for the message queuing service (LQserver.exe) in CA BrightStor ARCServe BackUp v9.01 through R11.5, and E
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Broadcom  Brightstor Arcserve Backup 11.1 All All All
Broadcom  Brightstor Arcserve Backup 11.5 All All All
Broadcom  Brightstor Arcserve Backup 9.01 All All All
Broadcom  Brightstor Enterprise Backup  10.5 All All All
Broadcom  Business Protection Suite 2.0 All All All
Broadcom  Server Protection Suite 2 All All All
Ca Brightstor Arcserve Backup 11 All windows All
Ca Brightstor Arcserve Backup 11.1 All All All
Ca Brightstor Arcserve Backup 11.5 All All All
Ca Brightstor Arcserve Backup 9.01 All All All
Ca Brightstor Arcserve Backup 11 All windows All
Ca Brightstor Arcserve Backup 11.1 All All All
Ca Brightstor Arcserve Backup 11.5 All All All
Ca Brightstor Arcserve Backup 9.01 All All All
Ca Brightstor Enterprise Backup ~ 10.5 All All All
Ca Brightstor Enterprise Backup ~ 10.5 All All All
Ca Business Protection Suite 2.0 All All All
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Application Ca Business Protection Suite 2.0 All microsoft_small_business_server_premium All
Application Ca Business Protection Suite 2.0 All microsoft_small_business_server_standard All
Application Ca Business Protection Suite 2.0 All All All
Application Ca Business Protection Suite 2.0 All microsoft_small_business_server_premium All
Application Ca Business Protection Suite 2.0 All microsoft_small_business_server_standard All
Application Ca Server Protection Suite 2 All All All
Application Ca Server Protection Suite 2 All All All
Reference
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SecurityFocus

SecurityFocus

CA BrightStor ARCServe Backup Multiple Vulnerabilities - Advisories - Secunia

Resources | BeyondTrust
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CA BrightStor ARCserve Backup Memory Corruption Remote Code Execution Vulnerabilities
SecurityTracker.com Archives - CA BrightStor ARCserve Backup Buffer Overflows and Memory Corruption Errors Let Remote Users Execute
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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