
CVE-2007-5342
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-5342

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-27 22:46:00 UTC

Updated 2023-02-13 02:18:00 UTC

Description The default catalina.policy in the JULI logging component in Apache Tomcat 5.5.9 through 5.5.25 and 6.0.0 through 6.0.15 does not restrict certain permissions for web applications, which allows attackers to modify logging configuration options and overwrite arbitrary files, as demonstrated by changing the (1) level, (2) directory, and (3) prefix attributes in the org.apache.juli.FileHandler handler.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 5.5.21 All All All

Application Apache Tomcat 5.5.22 All All All

Application Apache Tomcat 5.5.23 All All All

Application Apache Tomcat 5.5.24 All All All

Application Apache Tomcat 5.5.25 All All All

Application Apache Tomcat 5.5.9 All All All
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Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 6.0 All All All

Application Apache Tomcat 6.0.1 All All All

Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.15 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.3 All All All

Application Apache Tomcat 6.0.4 All All All

Application Apache Tomcat 6.0.5 All All All

Application Apache Tomcat 6.0.6 All All All

Application Apache Tomcat 6.0.7 All All All

Application Apache Tomcat 6.0.8 All All All

Application Apache Tomcat 6.0.9 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.12 All All All

Application Apache Tomcat 5.5.13 All All All

Application Apache Tomcat 5.5.14 All All All

Application Apache Tomcat 5.5.15 All All All

Application Apache Tomcat 5.5.16 All All All

Application Apache Tomcat 5.5.17 All All All

Application Apache Tomcat 5.5.18 All All All

Application Apache Tomcat 5.5.19 All All All

Application Apache Tomcat 5.5.20 All All All

Application Apache Tomcat 5.5.21 All All All

Application Apache Tomcat 5.5.22 All All All

Application Apache Tomcat 5.5.23 All All All

Application Apache Tomcat 5.5.24 All All All

Application Apache Tomcat 5.5.25 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 6.0 All All All

Application Apache Tomcat 6.0.1 All All All
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Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.15 All All All

Application Apache Tomcat 6.0.2 All All All

Application Apache Tomcat 6.0.3 All All All

Application Apache Tomcat 6.0.4 All All All

Application Apache Tomcat 6.0.5 All All All

Application Apache Tomcat 6.0.6 All All All

Application Apache Tomcat 6.0.7 All All All

Application Apache Tomcat 6.0.8 All All All

Application Apache Tomcat 6.0.9 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Pony Mail! MISC

Security Advisories | Mandriva Linux MANDRIVA

access.redhat.com REDHAT

access.redhat.com REDHAT

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

About Secunia Research | Flexera SECUNIA

Pony Mail! MLIST

access.redhat.com REDHAT

[SECURITY] Fedora 7 Update: tomcat5-5.5.26-1jpp.2.fc7 FEDORA

Apache Tomcat JULI Logging Component Default Security Policy Vulnerability BID

ASA-2008-401 (RHSA-2008-0862) CONFIRM

SecurityReason - Apache Tomcat's default security policy is too open SREASON

Debian update for tomcat5.5 - Advisories - Secunia SECUNIA

Red Hat update for tomcat - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

39833 OSVDB

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

Webmail - OVH VUPEN

http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://www.vupen.com/english/advisories/2008/2823
https://lists.apache.org/thread.html/06cfb634bc7bf37af7d8f760f118018746ad8efbd519c4b789ac9c2e%2540%253Cdev.tomcat.apache.org%253E
http://www.mandriva.com/security/advisories?name=MDVSA-2008:188
http://www.redhat.com/support/errata/RHSA-2008-0833.html
http://www.redhat.com/support/errata/RHSA-2008-0834.html
http://secunia.com/advisories/37460
http://secunia.com/advisories/57126
https://lists.apache.org/thread.html/r584a714f141eff7b1c358d4679288177bd4ca4558e9999d15867d4b5@%253Cdev.tomcat.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2008-0831.html
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00315.html
http://www.securityfocus.com/bid/27006
http://support.avaya.com/elmodocs2/security/ASA-2008-401.htm
http://securityreason.com/securityalert/3485
http://secunia.com/advisories/28317
http://secunia.com/advisories/32120
http://osvdb.org/39833
https://exchange.xforce.ibmcloud.com/vulnerabilities/39201
http://www.securityfocus.com/archive/1/507985/100/0/threaded
http://www.vupen.com/english/advisories/2008/0013


Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Repository / Oval Repository OVAL

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

rhn.redhat.com | Red Hat Support REDHAT

access.redhat.com REDHAT

Fedora update for tomcat5 - Advisories - Secunia SECUNIA

About Security Update 2008-007 CONFIRM

Apache Tomcat JULI Logging Component Security Bypass - Advisories - Secunia SECUNIA

VMware ESX Server update for Tomcat and Java JRE - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Pony Mail! MISC

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Pony Mail! MISC

SecurityFocus BUGTRAQ

Webmail - OVH VUPEN

access.redhat.com REDHAT

Apache Tomcat - Apache Tomcat 5 vulnerabilities CONFIRM

APPLE-SA-2008-10-09 Security Update 2008-007 APPLE

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:004 SUSE

Pony Mail! MLIST

Avaya AES / MX Apache Tomcat Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Pony Mail! MISC

Pony Mail! MLIST

[Apache-SVN] Revision 606594 MISC

Red Hat update for tomcat - Advisories - Secunia SECUNIA

VMSA-2009-0016.1 CONFIRM

Gentoo update for tomcat - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Debian -- Security Information -- DSA-1447-1 tomcat5.5 DEBIAN

access.redhat.com REDHAT

'[security bulletin] HPSBST02955 rev.1 - HP XP P9000 Performance Advisor Software, 3rd party Software' - MARC HP

[SECURITY] Fedora 8 Update: tomcat5-5.5.26-1jpp.2.fc8 FEDORA

VMSA-2008-0010.3 - VMware CONFIRM

Tomcat: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Apache Tomcat® - Apache Tomcat 6 vulnerabilities CONFIRM

Pony Mail! MLIST

http://secunia.com/advisories/32222
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10417
http://www.securityfocus.com/bid/31681
http://www.vupen.com/english/advisories/2009/3316
http://www.redhat.com/support/errata/RHSA-2008-0042.html
http://www.redhat.com/support/errata/RHSA-2008-0195.html
http://secunia.com/advisories/28915
http://support.apple.com/kb/HT3216
http://secunia.com/advisories/28274
http://secunia.com/advisories/30676
https://lists.apache.org/thread.html/r584a714f141eff7b1c358d4679288177bd4ca4558e9999d15867d4b5%2540%253Cdev.tomcat.apache.org%253E
http://www.vupen.com/english/advisories/2008/2780
https://lists.apache.org/thread.html/r3aacc40356defc3f248aa504b1e48e819dd0471a0a83349080c6bcbf%2540%253Cdev.tomcat.apache.org%253E
http://www.securityfocus.com/archive/1/485481/100/0/threaded
http://www.vupen.com/english/advisories/2008/1856/references
http://www.redhat.com/support/errata/RHSA-2008-0862.html
http://tomcat.apache.org/security-5.html
http://lists.apple.com/archives/security-announce/2008/Oct/msg00001.html
http://lists.opensuse.org/opensuse-security-announce/2009-02/msg00002.html
https://lists.apache.org/thread.html/8dcaf7c3894d66cb717646ea1504ea6e300021c85bb4e677dc16b1aa@%253Cdev.tomcat.apache.org%253E
http://secunia.com/advisories/32266
https://lists.apache.org/thread.html/8dcaf7c3894d66cb717646ea1504ea6e300021c85bb4e677dc16b1aa%2540%253Cdev.tomcat.apache.org%253E
https://lists.apache.org/thread.html/r3aacc40356defc3f248aa504b1e48e819dd0471a0a83349080c6bcbf@%253Cdev.tomcat.apache.org%253E
http://svn.apache.org/viewvc?view=rev&revision=606594
http://secunia.com/advisories/29313
http://www.vmware.com/security/advisories/VMSA-2009-0016.html
http://secunia.com/advisories/29711
http://www.debian.org/security/2008/dsa-1447
http://www.redhat.com/support/errata/RHSA-2008-0832.html
http://marc.info/?l=bugtraq&m=139344343412337&w=2
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00460.html
http://www.vmware.com/security/advisories/VMSA-2008-0010.html
http://security.gentoo.org/glsa/glsa-200804-10.xml
http://tomcat.apache.org/security-6.html
https://lists.apache.org/thread.html/06cfb634bc7bf37af7d8f760f118018746ad8efbd519c4b789ac9c2e@%253Cdev.tomcat.apache.org%253E


CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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