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Summary

CVE CVE-2007-5361

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-20 19:46:00 UTC

Updated 2018-10-15 21:44:00 UTC

Description The Communication Server in Alcatel-Lucent OmniPCX Enterprise 7.1 and earlier caches an IP address during a TFTP request from an IP Touch phone, and uses this IP address as the destination for all subsequent VoIP packets to this phone, which allows remote attackers to cause a denial of service (loss of audio) or intercept voice communications via a crafted TFTP request containing the phone's MAC address in the filename.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alcatel-lucent Omnipcx All All enterprise All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Solutions | Nokia CONFIRM www1.alcatel-lucent.com

SecurityFocus BUGTRAQ www.securityfocus.com

CXSecurity - IDS SREASON securityreason.com

404 - Compass Security AG MISC www.csnc.ch

OmniPCX Enterprise Communications Server IP Touch Phone Audio Unavailability Weakness - Advisories - Secunia SECUNIA secunia.com

Alcatel OmniPCX Enterprise Lets Remote Users Deny Service and Potentially Intercept Audio - SecurityTracker SECTRACK www.securitytracker.com

40522 OSVDB osvdb.org

OmniPCX Enterprise Audio Rerouting Information Disclosure And Denial Of Service Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2007-5361/mitre
https://cve.report/CVE-2007-5361/nist
https://cve.report/CVE-2007-5361/cve_org
https://cve.report/CVE-2007-5361.pdf
http://cve.report/vendor/alcatel-lucent
http://cve.report/software/alcatel-lucent/omnipcx
http://www.vupen.com/english/advisories/2007/3919
http://www1.alcatel-lucent.com/psirt/statements/2007004/IPTouchDOS.pdf
http://www.securityfocus.com/archive/1/483925/100/0/threaded
http://securityreason.com/securityalert/3387
http://www.csnc.ch/static/advisory/csnc/alcatel_omnipcx_enterprise_audio_rerouting_vulnerability_v1.0.txt
http://secunia.com/advisories/27710
http://www.securitytracker.com/id?1018983
http://osvdb.org/40522
http://www.securityfocus.com/bid/26494
https://exchange.xforce.ibmcloud.com/vulnerabilities/38560
https://www.cve.org/CVERecord?id=CVE-2007-5361
https://nvd.nist.gov/vuln/detail/CVE-2007-5361


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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