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Summary

CVE CVE-2007-5365

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-11 10:17:00 UTC

Updated 2018-10-15 21:44:00 UTC

Description Stack-based buffer overflow in the cons_options function in options.c in dhcpd in OpenBSD 4.0 through 4.2, and some other dhcpd implementations based on ISC dhcp-2, allows remote attackers to execute arbitrary code or cause a denial of service (daemon crash) via a DHCP request specifying a maximum message size smaller than the minimum IP MTU.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Openbsd Openbsd 4.0 All All All

Operating System Openbsd Openbsd 4.1 All All All

Operating System Openbsd Openbsd 4.2 All All All

Operating System Openbsd Openbsd 4.0 All All All

Operating System Openbsd Openbsd 4.1 All All All

Operating System Openbsd Openbsd 4.2 All All All

Operating System Redhat Enterprise Linux 2.1 All as All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Enterprise Linux 2.1 All as All

Operating System Redhat Enterprise Linux 2.1 All es All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium All

Operating System Redhat Linux Advanced Workstation 2.1 All itanium All

Operating System Sun Opensolaris snv_01 All sparc All
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