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CVE CVE-2007-5365
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-11 10:17:00 UTC
Updated 2018-10-15 21:44:00 UTC
Description Stack-based buffer overflow in the cons_options function in options.c in dhcpd in OpenBSD 4.0 through 4.2, and some othe

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 3.1 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Debian Debian Linux 3.1 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Openbsd Openbsd 4.0 All All All
Operating System Openbsd Openbsd 4.1 All All All
Operating System Openbsd Openbsd 4.2 All All All
Operating System Openbsd Openbsd 4.0 All All All
Operating System Openbsd Openbsd 4.1 All All All
Operating System Openbsd Openbsd 4.2 All All All
Operating System Redhat Enterprise Linux 2.1 All as All
Operating System Redhat Enterprise Linux 2.1 All es All
Operating System Redhat Enterprise Linux 2.1 All as All
Operating System Redhat Enterprise Linux 2.1 All es All
Operating System Redhat Linux Advanced Workstation 2.1 All itanium All
Operating System Redhat Linux Advanced Workstation 2.1 All itanium All
Operating System Sun Opensolaris snv 01 All sparc All
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securitytracker.com
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secunia.com
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Www.vupen.com
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www.securityfocus.com
secunia.com
www.securityfocus.com
www.openbsd.org
www.openbsd.org
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www.securityfocus.com
www.debian.org
www.openbsd.org
bugs.debian.org
sunsolve.sun.com
www.coresecurity.com
Www.cve.org
nvd.nist.gov
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http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/ubuntu_linux
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/ubuntu_linux
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/ubuntu_linux
https://www.exploit-db.com/exploits/4601
http://secunia.com/advisories/32668
http://secunia.com/advisories/27350
http://secunia.com/advisories/27338
http://sunsolve.sun.com/search/document.do?assetkey=1-21-109077-21-1
http://www.securitytracker.com/id?1018794
http://securitytracker.com/id?1021157
https://exchange.xforce.ibmcloud.com/vulnerabilities/37045
http://secunia.com/advisories/27273
http://www.openbsd.org/errata42.html#001_dhcpd
http://www.vupen.com/english/advisories/2008/3088
http://www.ubuntu.com/usn/usn-531-2
http://www.securityfocus.com/archive/1/482085/100/100/threaded
http://secunia.com/advisories/27160
http://www.securityfocus.com/bid/25984
http://www.openbsd.org/errata40.html#016_dhcpd
http://www.openbsd.org/cgi-bin/cvsweb/src/usr.sbin/dhcpd/options.c
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5817
http://www.ubuntu.com/usn/usn-531-1
http://www.redhat.com/support/errata/RHSA-2007-0970.html
http://www.securityfocus.com/archive/1/483230/100/100/threaded
http://www.securityfocus.com/bid/32213
http://www.debian.org/security/2007/dsa-1388
http://www.openbsd.org/errata41.html#010_dhcpd
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=446354
http://sunsolve.sun.com/search/document.do?assetkey=1-26-243806-1
http://www.coresecurity.com/index.php5?module=ContentMod&action=item&id=1962
https://www.cve.org/CVERecord?id=CVE-2007-5365
https://nvd.nist.gov/vuln/detail/CVE-2007-5365

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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