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CVE CVE-2007-5381
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2007-10-12 01:17:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Stack-based buffer overflow in the Line Printer Daemon (LPD) in Cisco IOS before 12.2(18)SXF11, 12.4(16a), and 12.4(2)1

/ ]

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco los 10.3 All All All
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Uperating System Clsco 10s 12.4\(30\) All All All
Operating System Cisco los 12.4\(3)) All All All
Operating System Cisco los 12.4\(3\)t2 All All All
Operating System Cisco los 12.4\(4\)mr All All All
Operating System Cisco los 12.4\(4\)t All All All
Operating System Cisco los 12.4\(4\)t2 All All All
Operating System Cisco los 12.4\(5b\) All All All
Operating System Cisco los 12.4\(5\) All All All
Operating System Cisco los 12.4\(6\)t All All All
Operating System Cisco los 12.4\(6\)t1 All All All
Operating System Cisco los 12.4\(7a\) All All All
Operating System Cisco los 12.4\(7\) All All All
Operating System Cisco los 12.4\(8)) All All All
Operating System Cisco los 12.4\(9\)t All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

osvdb.org/37935 af854a3a-2127-422b-91ae-364d
IBM X-Force Exchange af854a3a-2127-422b-91ae-364d
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364d
Cisco I0S LPD Remote Buffer Overflow Vulnerability af854a3a-2127-422b-91ae-364d
US-CERT Vulnerability Note VU#230505 af854a3a-2127-422b-91ae-364d

Cisco Security Response: Cisco IOS Line Printer Daemon (LPD) Protocol Stack Overflow - Cisco Systems  af854a3a-2127-422b-91ae-364d

Cisco 10S LPD Protocol Stack Overflow May Let Remote Users Execute Arbitrary Code - SecurityTracker — af854a3a-2127-422b-91ae-364d

Cisco I0S Line Printer Daemon Buffer Overflow Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364d
Information Risk Management Plc. - Advisory 024 af854a3a-2127-422b-91ae-364d
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://osvdb.org/37935
https://exchange.xforce.ibmcloud.com/vulnerabilities/37046
http://www.vupen.com/english/advisories/2007/3457
http://www.securityfocus.com/bid/26001
http://www.kb.cert.org/vuls/id/230505
http://www.cisco.com/en/US/products/products_security_response09186a00808d72e3.html
http://www.securitytracker.com/id?1018798
http://secunia.com/advisories/27169
http://www.irmplc.com/index.php/155-Advisory-024
https://www.cve.org/CVERecord?id=CVE-2007-5381
https://nvd.nist.gov/vuln/detail/CVE-2007-5381
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