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Summary

CVE CVE-2007-5392

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-08 02:46:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Integer overflow in the DCTStream::reset method in xpdf/Stream.cc in Xpdf 3.02p11 allows remote attackers to execute arbitrary code via a crafted PDF file, resulting in a heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xpdf Xpdf 3.0.1_pl1 All All All

Application Xpdf Xpdf 3.0.1_pl1 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-1509-1 koffice DEBIAN www.debian.org

rPath update for cups, poppler, and tetex - Advisories - Secunia SECUNIA secunia.com

Xpdf Multiple Remote Stream.CC Vulnerabilities BID www.securityfocus.com

Poppler "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Webmail | OVH- OVH VUPEN www.vupen.com

Xpdf Bugs in streams and t1lib Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

KDE and KOffice "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

SUSE update for xpdf - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1480-1 poppler DEBIAN www.debian.org

Support REDHAT www.redhat.com

Support / Security / Advisories / / MDKSA-2007:223 | Mandriva MANDRIVA www.mandriva.com

Support / Security / Advisories / / MDKSA-2007:222 | Mandriva MANDRIVA www.mandriva.com
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Support / Security / Advisories / / MDKSA-2007:221 | Mandriva MANDRIVA www.mandriva.com

Support / Security / Advisories / / MDKSA-2007:220 | Mandriva MANDRIVA www.mandriva.com

SUSE update for kdegraphics3-pdf - Advisories - Secunia SECUNIA secunia.com

Fedora update for koffice - Advisories - Secunia SECUNIA secunia.com

Red Hat update for cups - Advisories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Support / Security / Advisories / / MDKSA-2007:230 | Mandriva MANDRIVA www.mandriva.com

Slackware update for koffice, kdegraphics, and xpdf - Advisories - Secunia SECUNIA secunia.com

Fedora update for xpdf - Advisories - Secunia SECUNIA secunia.com

PTeX: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO security.gentoo.org

Gentoo Linux Documentation -- CSTeX: Multiple vulnerabilities GENTOO security.gentoo.org

[SECURITY] Fedora 8 Update: poppler-0.6.2-1.fc8 FEDORA www.redhat.com

Gentoo update for ptex - Advisories - Secunia SECUNIA secunia.com

issues.rpath.com/browse/RPL-1926 CONFIRM issues.rpath.com

Xpdf "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Red Hat update for poppler - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for poppler - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 7 Update: tetex-3.0-40.3.fc7 FEDORA www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Xpdf "Stream.cc" Multiple Vulnerabilities - Secunia Research - Secunia MISC secunia.com

www.kde.org/info/security/advisory-20071107-1.txt CONFIRM www.kde.org

Repository / Oval Repository OVAL oval.cisecurity.org

Security update for koffice CONFIRM support.novell.com

Support REDHAT www.redhat.com

Support / Security / Advisories / / MDKSA-2007:228 | Mandriva MANDRIVA www.mandriva.com

SecurityFocus BUGTRAQ www.securityfocus.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Security update for poppler CONFIRM support.novell.com

Webmail | OVH- OVH VUPEN www.vupen.com

Support / Security / Advisories / / MDKSA-2007:227 | Mandriva MANDRIVA www.mandriva.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Ubuntu update for koffice - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 7 Update: cups-1.2.12-7.fc7 FEDORA www.redhat.com
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Security update for xpdf CONFIRM support.novell.com

Webmail | OVH- OVH VUPEN www.vupen.com

[SECURITY] Fedora Core 6 Update: tetex-3.0-36.fc6 FEDORA www.redhat.com
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Debian -- Security Information -- DSA-1537-1 xpdf DEBIAN www.debian.org

Debian update for poppler - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 7 Update: xpdf-3.02-4.fc7 FEDORA www.redhat.com

Security update for Cups CONFIRM support.novell.com

Mandriva update for cups - Advisories - Secunia SECUNIA secunia.com

Webmail | OVH- OVH VUPEN www.vupen.com

Mandriva update for pdftohtml - Advisories - Secunia SECUNIA secunia.com

Security update for kdegraphics3-pdf CONFIRM support.novell.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

Support / Security / Advisories / / MDKSA-2007:219 | Mandriva MANDRIVA www.mandriva.com

Red Hat update for kdegraphics - Advisories - Secunia SECUNIA secunia.com

Red Hat update for gpdf - Advisories - Secunia SECUNIA secunia.com

Mandriva update for tetex - Advisories - Secunia SECUNIA secunia.com

Debian update for xpdf - Advisories - Secunia SECUNIA secunia.com

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

SUSE update for cups - Advisories - Secunia SECUNIA secunia.com

Gentoo update for poppler, koffice, kword, kdegraphics, and kpdf - Advisories - Secunia SECUNIA secunia.com

Debian update for koffice - Advisories - Secunia SECUNIA secunia.com

Red Hat update for tetex - Advisories - Secunia SECUNIA secunia.com

GNOME gpdf "Stream.cc" Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Fedora update for cups - Advisories - Secunia SECUNIA secunia.com

Fedora update for poppler - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 7 Update: koffice-1.6.3-13.fc7 FEDORA www.redhat.com

SUSE update for koffice - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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