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CVE-2007/-5398

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2007-5398

PUBLIC

PSIRT-CNA@flexerasoftware.com

CVE Program / NVD first with legacy fallback
2007-11-16 18:46:00 UTC

2018-10-30 16:25:00 UTC

Stack-based buffer overflow in the reply_netbios_packet function in nmbd/nmbd_packets.c in nmbd in Samba 3.0.0 througt

| 1|

Risk And Classification

Problem Types: CWE-119
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Application Samba Samba 3.0.2a All All All
Application Samba Samba 3.0.3 All All All
Application Samba Samba 3.04 All All All
Application Samba Samba 3.0.4 rcl All All
Application Samba Samba 3.0.5 All All All
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Application Samba Samba 3.0.7 All All All
Application Samba Samba 3.0.8 All All All
Application Samba Samba 3.0.9 All All All
Reference

HPSBUX02341

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
issues.rpath.com/browse/RPL-1894

SecurityReason - Samba "reply_netbios_packet()" Buffer Overflow Vulnerability

US-CERT Technical Cyber Security Alert TA0O7-352A -- Apple Updates for Multiple Vulnerabilities
Solaris Samba Multiple Vulnerabilities - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

VMSA-2008-0001.1 - VMware

VMware ESX Server Multiple Security Updates - Advisories - Secunia

SecurityFocus

Samba Multiple Buffer Overflow Vulnerabilities - Advisories - Secunia

HP-UX HP CIFS Server Multiple Vulnerabilities - Advisories - Secunia

IBM X-Force Exchange

About Security Update 2007-009

[Security-announce] VMSA-2008-0001 Moderate OpenPegasus PAM Authentication Buffer Overflow and updated service console packages
237764

rhn.redhat.com | Red Hat Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

APPLE-SA-2007-12-17 Security Update 2007-009

Gentoo Linux Documentation -- Samba: Execution of arbitrary code

SecurityFocus

HP-UX HP CIFS Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Slackware update for samba - Advisories - Secunia

Debian update for samba - Advisories - Secunia



http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://www11.itrc.hp.com/service/cki/docDisplay.do?docId=emr_na-c01475657
http://secunia.com/advisories/28136
https://issues.rpath.com/browse/RPL-1894
http://securityreason.com/securityalert/3372
http://www.us-cert.gov/cas/techalerts/TA07-352A.html
http://secunia.com/advisories/30484
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.447739
http://www.vmware.com/security/advisories/VMSA-2008-0001.html
http://secunia.com/advisories/28368
http://www.securityfocus.com/archive/1/485936/100/0/threaded
http://secunia.com/advisories/27450
http://secunia.com/advisories/29341
https://exchange.xforce.ibmcloud.com/vulnerabilities/38502
http://docs.info.apple.com/article.html?artnum=307179
http://lists.vmware.com/pipermail/security-announce/2008/000002.html
http://sunsolve.sun.com/search/document.do?assetkey=1-26-237764-1
http://www.redhat.com/support/errata/RHSA-2007-1016.html
http://www.vupen.com/english/advisories/2008/1908
http://lists.apple.com/archives/security-announce/2007/Dec/msg00002.html
http://www.gentoo.org/security/en/glsa/glsa-200711-29.xml
http://www.securityfocus.com/archive/1/483744/100/0/threaded
http://secunia.com/advisories/30835
http://secunia.com/advisories/27731
http://secunia.com/advisories/27787

rhn.redhat.com | Red Hat Support

SUSE update for samba - Advisories - Secunia

rPath update for samba - Advisories - Secunia

Webmail- OVH

Advisories | Mandriva

Debian -- Security Information -- DSA-1409-3 samba

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

HPSBUX02316

rhn.redhat.com | Red Hat Support

Ubuntu update for samba - Advisories - Secunia

Samba nmbd Buffer Overflow in reply_netbios_packet() Lets Remote Users Execute Arbitrary Code - Security Tracker
Mandriva update for samba - Advisories - Secunia

Gentoo update for samba - Advisories - Secunia

Repository / Oval Repository

Webmail - OVH

Samba - Security Announcement Archive

Security Announcement

Samba NMBD_Packets.C NetBIOS Replies Stack-Based Buffer Overflow Vulnerability
Repository / Oval Repository

Fedora update for samba - Advisories - Secunia

SecurityFocus

[SECURITY] Fedora 7 Update: samba-3.0.27-0.fc7

Webmail - OVH

USN-544-1: Samba vulnerabilities | Ubuntu security notices

Webmail - OVH

Red Hat update for samba - Advisories - Secunia

Samba "reply_netbios_packet()" Buffer Overflow Vulnerability - Secunia Research - Secunia
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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