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CVE CVE-2007-5400
State PUBLIC
Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-28 17:41:00 UTC
Updated 2018-10-30 16:25:00 UTC
Description Heap-based buffer overflow in the Shockwave Flash (SWF) frame handling in RealNetworks RealPlayer 10.5 Build 6.0.12.1
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Real Realplayer 10.1 All All All

Application Real Realplayer 10.1 All All All

Application Realnetworks Realplayer 10.0 All All All

Application Realnetworks Realplayer 10.5 All All All

Application Realnetworks Realplayer 10.0 All All All

Application Realnetworks Realplayer 10.5 All All All

Reference Source Lin
US-CERT Vulnerability Note VU#298651 CERT-VN wWw
RealPlayer SWF Frame Handling Buffer Overflow - Secunia Research - Secunia MISC sec
RealNetworks RealPlayer SWF Frame Handling Buffer Overflow - Advisories - Secunia SECUNIA sec
RealNetworks RealPlayer SWF File Heap Based Buffer Overflow Vulnerability BID ww
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN wWWw
IBM X-Force Exchange XF exc
SecurityFocus BUGTRAQ ww
Support REDHAT WwW
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https://cve.report/api/cve/CVE-2007-5400.json
https://cve.report/CVE-2007-5400.pdf
http://cve.report/vendor/real
http://cve.report/software/real/realplayer
http://cve.report/vendor/real
http://cve.report/software/real/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://cve.report/vendor/realnetworks
http://cve.report/software/realnetworks/realplayer
http://www.kb.cert.org/vuls/id/298651
http://secunia.com/secunia_research/2007-93/advisory/
http://secunia.com/advisories/27620
http://www.securityfocus.com/bid/30370
http://www.vupen.com/english/advisories/2008/2194/references
https://exchange.xforce.ibmcloud.com/vulnerabilities/43996
http://www.securityfocus.com/archive/1/494749/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2008-0812.html

SUSE Update for Multiple Packages - Advisories - Community SECUNIA sec
SecurityReason - RealPlayer SWF Frame Handling Buffer Overflow SREASON  sec

RealPlayer Heap Overflow in Processing SWF File Frames Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK  ww

Red Hat Extras and Supplementary RealPlayer Vulnerability - Advisories - Secunia SECUNIA sec
RealPlayer and StarSearch by Real Official Homepage — Real.com CONFIRM ser
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:011 SUSE list
CVE Program record CVE.ORG ww
NVD vulnerability detail NVD nvc
(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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