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CVE-2007-5413

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCINAN Certain versions of Openview Client Configuraton Manager from Hp
contain the following vulnerability:

httpd.tkd in Radia Integration Server in Hewlett-Packard (HP)
OpenView Configuration Management (CM) Infrastructure 4.0 through
4.2i and Client Configuration Manager (CCM) 2.0 allows remote
attackers to read arbitrary files via URLs containing tilde (~) references
to home directories, as demonstrated by ~root.

CVE-2007-5413 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication

Vector Complexity

Low NN |

Confidentiality Integrity Availability

Impact Impact Impact

[NONE_ (NONE_

CVE References

Description Tags Link

Zero Day Initiative @ MISC
www.zerodayinitiative.com/advisories/ZDI-

07-060.html

(7) OSVDB 39528

HP OpenView Configuration Management (CM) Infrastructure (7) SECTRACK 1018858

(Radia) and Client Configuration Manager Lets Remote Users
Access Data - SecurityTracker

SecurityFocus www.securityfocus.com (%) BUGTRAQ 20071031 ZDI-07-060: HP
OpenView Radia Integration Server File

System Exposure Vulnerability


https://cve.report/
https://cve.report/CVE-2007-5413/mitre
https://cve.report/CVE-2007-5413/nist
https://cve.report/CVE-2007-5413/cve_org
https://cve.report/CVE-2007-5413.pdf
http://cve.report/software/hp/openview_client_configuraton_manager
http://cve.report/vendor/hp
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.zerodayinitiative.com/advisories/ZDI-07-060.html
http://osvdb.org/39528
http://www.securitytracker.com/id?1018858
http://www.securityfocus.com/archive/1/483106/100/100/threaded

IBM X-Force Exchange SEEERT NN - @ XF hpopenview-cm-ccm-unauthorized-

access(37400)
HP OpenView Products httpd.tkd Arbitrary File Access - Y{ SECUNIA 27341

Advisories - Secunia
text/html

@ HP SSRTO7128

Webmail : Solution de messagerie professionnelle - OVHcloud- (3 VUPEN ADV-2007-3620
OVH [wiwvupen-com

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Hp Openview Client Configuraton Manager 2.0 All windows All
Application Hp Openview Client Configuraton Manager 2.0 All windows All
Application Hp Openview Configuration Management 4.0 All aix All
Application Hp Openview Configuration Management 4.0 All hpux All
Application Hp Openview Configuration Management 4.0 All linux All
Application Hp Openview Configuration Management 4.0 All solaris All
Application Hp Openview Configuration Management 4.0 All windows All
Application Hp Openview Configuration Management 4.1 All aix All
Application Hp Openview Configuration Management 4.1 All hpux All
Application Hp Openview Configuration Management 4.1 All linux All
Application Hp Openview Configuration Management 41 All solaris All
Application Hp Openview Configuration Management 41 All windows All
Application Hp Openview Configuration Management 4.2 All aix All
Application Hp Openview Configuration Management 4.2 All hpux All
Application Hp Openview Configuration Management 4.2 All linux All
Application Hp Openview Configuration Management 4.2 All solaris All
Application Hp Openview Configuration Management 4.2 All windows All
Application Hp Openview Configuration Management 4.2i All aix All
Application Hp Openview Configuration Management 4.2i All hpux All

Annlication Hn Onenview Confiaiiration Mananement 4 i All lintix All


https://exchange.xforce.ibmcloud.com/vulnerabilities/37400
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http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01205079
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LRk akukk.

cpe:2.3:a:hp:openview_client_configuraton_manager:2.0:*:windows:*:*:*:*:*:

Lkakakukk.
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Skukkakak.
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No vendor comments have been submitted for this CVE
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