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Summary

CVE CVE-2007-5420

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-12 21:17:00 UTC

Updated 2018-10-15 21:44:00 UTC

Description The 3Com 3CRWER100-75 router with 1.2.10ww software, when remote management is disabled but a web server has been configured, serves a web page to external clients, which might allow remote attackers to obtain information about the router's existence and product details.

Risk And Classification

Problem Types: CWE-16 | CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware 3com 3crwe554g72t 3crwer100-75 All 1.2.10ww All

Hardware 3com 3crwe554g72t 3crwer100-75 All 1.2.10ww All

References

Reference Source Link

45490 OSVDB osvdb.org

3Com OfficeConnect Wireless Cable/DSL Router Unauthorized Remote Administration Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CXSecurity - IDS SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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