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Summary

CVE CVE-2007-5423

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-12 23:17:00 UTC

Updated 2018-10-15 21:44:00 UTC

Description tiki-graph_formula.php in TikiWiki 1.9.8 allows remote attackers to execute arbitrary code via PHP sequences in the f array parameter, which are processed by create_function.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tiki Tikiwiki Cms/groupware 1.9.8 All All All

Application Tiki Tikiwiki Cms/groupware 1.9.8 All All All

Application Tiki Tikiwiki Cms/groupware 1.9.8 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityReason - Vulnerabilities digest by different Russian speaking authors SREASON

Gentoo Bug 195503 - www-apps/tikiwiki < 1.9.8.3 Remote command injection vulnerability (CVE-2007-{5423,5682,5683,5684}) MISC

TikiWiki 1.9.8 Remote PHP Injection Vulnerability EXPLOIT-DB

IBM X-Force Exchange XF

Gentoo Linux Documentation -- TikiWiki: Arbitrary command execution GENTOO

TikiWiki tiki-graph_formula.php Function Injection Vulnerability - Advisories - Secunia SECUNIA

40478 OSVDB

SecurityFocus BUGTRAQ

Gentoo update for tikiwiki - Advisories - Secunia SECUNIA

Page not found - SourceForge.net CONFIRM
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TikiWiki php injection MISC

SecurityFocus BUGTRAQ

Tiki Wiki CMS Groupware | Free software downloads at SourceForge.net CONFIRM

TikiWiki Tiki-Graph_Formula.PHP Code Injection Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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