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Summary

CVE CVE-2007-5488

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-17 23:17:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description Multiple SQL injection vulnerabilities in cdr_addon_mysql in Asterisk-Addons before 1.2.8, and 1.4.x before 1.4.4, allow remote attackers to execute arbitrary SQL commands via the (1) source and (2) destination numbers, and probably (3) SIP URI, when inserting a record.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Asterisk-addons All All All All

Application Asterisk Asterisk-addons All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

37880 OSVDB osvdb.org

Asterisk-Addons "cdr_addon_mysql" SQL Injection Vulnerability - Advisories - Secunia SECUNIA secunia.com

Asterisk 'asterisk-addons' CDR_ADDON_MYSQL Module SQL Injection Vulnerability BID www.securityfocus.com

Asterisk-Addons Input Validation Flaw in cdr_addon_mysql Lets Remote Users Inject SQL Commands - SecurityTracker SECTRACK www.securitytracker.com

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk

downloads.digium.com/pub/security/AST-2007-023.html CONFIRM downloads.digium.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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