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Summary

CVE CVE-2007-5497

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-07 11:46:00 UTC

Updated 2023-02-13 02:18:00 UTC

Description Multiple integer overflows in libext2fs in e2fsprogs before 1.40.3 allow user-assisted remote attackers to execute arbitrary code via a crafted filesystem image.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ext2 Filesystems Utilities E2fsprogs 1.02 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.03 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.04 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.05 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.06 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.07 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.08 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.09 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.10 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.11 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.12 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.13 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.14 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.15 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.16 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.17 All All All

Application Ext2 Filesystems Utilities E2fsprogs 1.18 All All All
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Application Ext2 Filesystems Utilities E2fsprogs 1.20 All All All
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References

Reference Source Link
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ASA-2008-040 (RHSA-2008-0003) CONFIRM support.avaya.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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