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CVE CVE-2007-5503
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-11-30 01:46:00 UTC
Updated 2023-02-13 02:18:00 UTC
Description Multiple integer overflows in Cairo before 1.4.12 might allow remote attackers to execute arbitrary code, as demonstrated u

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Redhat Cairo All All

Edition Language

All All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo Linux Documentation -- Cairo: User-assisted execution of arbitrary code
cgit.freedesktop.org http git virtual host

Gentoo Bug 200350 - x11-libs/cairo <1.4.12 Buffer overflow in read_png() (CVE-2007-5503)
freedesktop.org git - cairo/commitdiff

[SECURITY] Fedora 7 Update: cairo-1.4.14-1.fc7

Ubuntu update for cairo - Advisories - Secunia

VMware Workstation 6 Release Notes

Debian update for libcairo - Advisories - Secunia

access.redhat.com | CVE-2007-5503

VMware Player Release Notes

freedesktop.org git - cairo/commitdiff

Cairo PNG Image Processing Remote Integer Overflow Vulnerability



https://cve.report/
https://cve.report/CVE-2007-5503/mitre
https://cve.report/CVE-2007-5503/nist
https://cve.report/CVE-2007-5503/cve_org
https://cve.report/CVE-2007-5503.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cairo
http://www.vupen.com/english/advisories/2008/2466
http://security.gentoo.org/glsa/glsa-200712-04.xml
http://gitweb.freedesktop.org/?p=cairo%253Ba=commitdiff_plain%253Bh=6020f67f1a49cfe3844c4938d4af24c63c8424cc%253Bhp=c79fc9af334fd6f2d1078071d64178125561b187
http://bugs.gentoo.org/show_bug.cgi?id=200350
http://gitweb.freedesktop.org/?p=cairo%253Ba=commitdiff%253Bh=e49bcde27f88e21d5b8037a0089a226096f6514b
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00630.html
http://secunia.com/advisories/27887
http://www.vmware.com/support/ws6/doc/releasenotes_ws6.html
http://secunia.com/advisories/29767
https://access.redhat.com/security/cve/CVE-2007-5503
http://www.vmware.com/support/player2/doc/releasenotes_player2.html
http://gitweb.freedesktop.org/?p=cairo;a=commitdiff;h=e49bcde27f88e21d5b8037a0089a226096f6514b
http://www.securityfocus.com/bid/26650

Bug 387431 — CVE-2007-5503 cairo integer overflow

Gentoo Linux Documentation -- VMware Player, Server, Workstation: Multiple vulnerabilities
[security-announce] SUSE Security Summary Report SUSE-SR:2008:003

RHSA-2007:1078

VMware Server Release Notes

Gentoo update for cairo - Advisories - Secunia

freedesktop.org git - cairo/commitdiff

[Full-disclosure] VMSA-2008-0014 Updates to VMware Workstation, VMware Player, VMware ACE, VMware Server, VMware ESX address in
Red Hat Customer Portal

USN-550-1: Cairo vulnerability | Ubuntu security notices

wiki.rpath.com/wiki/Advisories:rPSA-2008-0015

Webmail - OVH

Gentoo Bug 201860 - app-emulation/emul-linux-x86-gtklibs < 20071210 Merge newer cairo (CVE-2007-5503)
Fedora update for cairo - Advisories - Secunia

Gentoo update for emul-linux-x86-gtklibs - Advisories - Secunia

freedesktop.org git - cairo/commitdiff

Mandriva update for cairo - Secunia Advisories - Vulnerability Intelligence - Secunia.com

IBM X-Force Exchange

Red Hat update for cairo - Advisories - Secunia

Debian -- Security Information -- DSA-1542-1 libcairo

VMSA-2008-0014.3 - VMware

SUSE Update for Multiple Packages - Advisories - Secunia

USN-550-2: Cairo regression | Ubuntu security notices

Slackware update for cairo - Advisories - Secunia

Repository / Oval Repository

SecurityTracker.com Archives - Cairo Integer Overflow in Processing PNG Files Lets Remote Users Execute Arbitrary Code
VMware Fusion Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
issues.rpath.com/browse/RPL-1966

cgit.freedesktop.org http git virtual host

SecurityFocus

VMware Workstation Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Cairo PNG Image Processing Integer Overflow - Advisories - Secunia

Gentoo Linux Documentation -- AMD64 x86 emulation GTK+ library: User-assisted execution of arbitrary code
SecurityFocus

rPath update for cairo - Advisories - Secunia


https://bugzilla.redhat.com/show_bug.cgi?id=387431
http://security.gentoo.org/glsa/glsa-201209-25.xml
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00003.html
http://rhn.redhat.com/errata/RHSA-2007-1078.html
http://www.vmware.com/support/server/doc/releasenotes_server.html
http://secunia.com/advisories/27985
http://gitweb.freedesktop.org/?p=cairo;a=commitdiff;h=5c7d2d14d78e4dfb1ef6d2c40f0910f177e07360
http://lists.grok.org.uk/pipermail/full-disclosure/2008-August/064118.html
https://access.redhat.com/errata/RHSA-2007:1078
https://usn.ubuntu.com/550-1/
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0015
http://www.vupen.com/english/advisories/2007/4045
http://bugs.gentoo.org/show_bug.cgi?id=201860
http://secunia.com/advisories/28529
http://secunia.com/advisories/28289
http://gitweb.freedesktop.org/?p=cairo%253Ba=commitdiff%253Bh=5c7d2d14d78e4dfb1ef6d2c40f0910f177e07360
http://secunia.com/advisories/28555
https://exchange.xforce.ibmcloud.com/vulnerabilities/38771
http://secunia.com/advisories/27819
http://www.debian.org/security/2008/dsa-1542
http://www.vmware.com/security/advisories/VMSA-2008-0014.html
http://secunia.com/advisories/28838
https://usn.ubuntu.com/550-2/
http://secunia.com/advisories/27775
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11251
http://www.securitytracker.com/id?1019027
http://secunia.com/advisories/31711
https://issues.rpath.com/browse/RPL-1966
http://gitweb.freedesktop.org/?p=cairo;a=commitdiff_plain;h=6020f67f1a49cfe3844c4938d4af24c63c8424cc;hp=c79fc9af334fd6f2d1078071d64178125561b187
http://www.securityfocus.com/archive/1/486405/100/0/threaded
http://secunia.com/advisories/31707
http://secunia.com/advisories/27880
http://www.gentoo.org/security/en/glsa/glsa-200712-24.xml
http://www.securityfocus.com/archive/1/495869/100/0/threaded
http://secunia.com/advisories/28476

Support / Security / Advisories / / MDVSA-2008:01Y | Mandriva
The Slackware Linux Project: Slackware Security Advisories
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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