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Summary

CVE CVE-2007-5507

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-17 23:17:00 UTC

Updated 2018-10-15 21:45:00 UTC

Description The GIOP service in TNS Listener in the Oracle Net Services component in Oracle Database 9.0.1.5+, 9.2.0.8, 9.2.0.8DV, 10.1.0.5, and 10.2.0.3 allows remote attackers to cause a denial of service (crash) or read potentially sensitive memory via a connect GIOP packet with an invalid data size, which triggers a buffer over-read, aka DB22.

Risk And Classification

Problem Types: CWE-119 | CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Server 10.1.0.5 All All All

Application Oracle Database Server 10.2.0.3 All All All

Application Oracle Database Server 9.0.1.5 All All All

Application Oracle Database Server 9.2.0.8 All All All

Application Oracle Database Server 9.2.0.8dv All All All

Application Oracle Database Server 10.1.0.5 All All All

Application Oracle Database Server 10.2.0.3 All All All

Application Oracle Database Server 9.0.1.5 All All All

Application Oracle Database Server 9.2.0.8 All All All

Application Oracle Database Server 9.2.0.8dv All All All
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SecurityReason - Oracle TNS Listener DoS and/or remote memory inspection SREASON

https://cve.report/
https://cve.report/CVE-2007-5507/mitre
https://cve.report/CVE-2007-5507/nist
https://cve.report/CVE-2007-5507/cve_org
https://cve.report/api/cve/CVE-2007-5507.json
https://cve.report/CVE-2007-5507.pdf
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/database_server
http://www.vupen.com/english/advisories/2007/3524
http://www.securityfocus.com/archive/1/482423/100/0/threaded
http://www.securityfocus.com/bid/26103
http://securityreason.com/securityalert/3250


HP Oracle for OpenView Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Advisories - Research - Next Generation Security Software MISC

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

US-CERT Technical Cyber Security Alert TA07-290A -- Oracle Updates for Multiple Vulnerabilties CERT

Oracle Products Multiple Vulnerabilities - Advisories - Secunia SECUNIA

SSRT061201 HP

Oracle Critical Patch Update - October 2007 CONFIRM

SecurityTracker.com Archives - Oracle Database and Other Products Have Unspecified Vulnerabilities With Unspecified Impact SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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