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Summary

CVE CVE-2007-5583

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-18 01:46:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Cisco IP Phone 7940 with firmware P0S3-08-7-00 allows remote attackers to cause a denial of service ("486 Busy" responses or device reboot) via a sequence of SIP INVITE transactions in which the Request-URI lacks a user name, a different vulnerability than CVE-2007-4459.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ip Phone 7940 All firmware_p0s3-08-7-00 All All

Hardware Cisco Ip Phone 7940 All firmware_p0s3-08-7-00 All All

References

Reference Source Link

Cisco 7940 IP Phone Can Be Crashed By Remote Users Sending a Sequence of SIP INVITE Requests - SecurityTracker SECTRACK www.securitytracker.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Full Disclosure: Re: Cisco Phone 7940 remote DOS FULLDISC seclists.org

Cisco 7940 SIP Phone INVITE Message Remote Denial of Service Vulnerability BID www.securityfocus.com

Cisco Phone 7940 - Remote Denial of Service - Hardware dos Exploit EXPLOIT-DB www.exploit-db.com

[Full-disclosure] Nokia N95 cellphone remote DoS using the SIP Stack FULLDISC lists.grok.org.uk

[Full-disclosure] Cisco Phone 7940 remote DOS FULLDISC lists.grok.org.uk

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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