CVE-2007/-5603

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2007-5603
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-05 18:46:00 UTC
Updated 2018-10-15 21:45:00 UTC
Description Stack-based buffer overflow in the SonicWall SSL-VPN NetExtender NELaunchCtrl ActiveX control before 2.1.0.51, and 2.f

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Sonicwall Ssl Vpn All All All All
Application Sonicwall Ssl Vpn All All All All
Reference

VU#298521 - SonicWall NetExtender NELaunchCtrl ActiveX control stack buffer overflow
404 - Page not found! - SEC Consult

SonicWall SSL-VPN NeLaunchCtrl ActiveX Control Remote Exploit

SecurityFocus

SonicWALL SSL VPN ActiveX Controls Multiple Vulnerabilities - Advisories - Secunia
404 Not Found

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

SonicWall Information for VU#298521

SecurityReason - Multiple Vulnerabilities in SonicWALLSSL-VPN Client

SonicWALL SSL VPN Client Remote ActiveX Multiple Vulnerabilities

SonicWALL SSL-VPN Client Buffer Overflows in WebCacheCleaner/NeLaunchCtrl ActiveX Controls Let Remote Users Execute Arbitrary Cod:
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https://www.exploit-db.com/exploits/4594
http://www.securityfocus.com/archive/1/483097/100/0/threaded
http://secunia.com/advisories/27469
http://www.sec-consult.com/fileadmin/Advisories/20071101-0_sonicwall_multiple.txt
http://www.vupen.com/english/advisories/2007/3696
https://exchange.xforce.ibmcloud.com/vulnerabilities/38220
http://www.kb.cert.org/vuls/id/WDON-78K56M
http://securityreason.com/securityalert/3342
http://www.securityfocus.com/bid/26288
http://www.securitytracker.com/id?1018891

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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