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Summary

CVE CVE-2007-5607

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-04 20:32:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description Buffer overflow in the RegistryString function in the HPISDataManagerLib.Datamgr ActiveX control in HPISDataManager.dll in HP Instant Support before 1.0.0.24 allows remote attackers to execute arbitrary code via a long first argument, a different vulnerability than CVE-2007-5604, CVE-2007-5605, and CVE-2007-5606.

Risk And Classification

Problem Types: CWE-94 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Instant Support 1.0.0.22 All All All

Application Hp Instant Support 1.0.0.22 All All All

Application Hp Instant Support All All All All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

HP Instant Support 'HPISDataManager.dll' 'RegistryString' Buffer Overflow Vulnerability

RETIRED: HP Instant Support 'HPISDataManager.dll' ActiveX Control Unspecified Code Execution

HP Instant Support ActiveX Controls in 'HPISDataManager.dll' Let Remote Users Execute Arbitrary Code - SecurityTracker

HP Instant Support HPISDataManager.dll ActiveX Control Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

IBM X-Force Exchange

IT Resource Center - login / register

www.csis.dk/dk/forside/CSIS-RI-0003.pdf

US-CERT Vulnerability Notes

CVE Program record

NVD vulnerability detail

https://cve.report/
https://cve.report/CVE-2007-5607/mitre
https://cve.report/CVE-2007-5607/nist
https://cve.report/CVE-2007-5607/cve_org
https://cve.report/api/cve/CVE-2007-5607.json
https://cve.report/CVE-2007-5607.pdf
http://cve.report/vendor/hp
http://cve.report/software/hp/instant_support
http://cve.report/vendor/hp
http://cve.report/software/hp/instant_support
http://cve.report/vendor/hp
http://cve.report/software/hp/instant_support
http://www.vupen.com/english/advisories/2008/1740/references
http://www.securityfocus.com/bid/29534
http://www.securityfocus.com/bid/29526
http://www.securitytracker.com/id?1020165
http://secunia.com/advisories/30516
https://exchange.xforce.ibmcloud.com/vulnerabilities/42848
http://www12.itrc.hp.com/service/cki/docDisplay.do?docId=emr_na-c01422264
http://www.csis.dk/dk/forside/CSIS-RI-0003.pdf
http://www.kb.cert.org/vuls/id/526131
https://www.cve.org/CVERecord?id=CVE-2007-5607
https://nvd.nist.gov/vuln/detail/CVE-2007-5607


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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