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CVE CVE-2007-5687
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-28 17:08:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Multiple buffer overflows in the rich text processing functionality in JustSystems Ichitaro 2004 through 2007, 11 through 13,

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Justsystem Ichitaro 11.0 All All All


https://cve.report/
https://cve.report/CVE-2007-5687/mitre
https://cve.report/CVE-2007-5687/nist
https://cve.report/CVE-2007-5687/cve_org
https://cve.report/api/cve/CVE-2007-5687.json
https://cve.report/CVE-2007-5687.pdf
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro

Application Justsystem Ichitaro 12.0 All All All
Application Justsystem Ichitaro 13.0 All All All
Application Justsystem Ichitaro 2004 All All All
Application Justsystem Ichitaro 2005 All All All
Application Justsystem Ichitaro 2006 All All All
Application Justsystem Ichitaro linux All All All
Application Justsystem Ichitaro lite2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
www.fourteenforty.jp/research/advisory.cgi af854a3a-2127-422
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a83a-2127-422
www.fourteenforty.jp/research/advisory.cgi af854a3a-2127-422
JustSystems Ichitaro Document Processing Multiple Buffer Overflows - Advisories - Secunia af854a8a-2127-422
JVN#50495547: —KBF> U — X[C/)\y 7 7 4 —)\— 7 O —DiE5EH af854a3a-2127-422
osvdb.org/39394 af854a8a-2127-422
JustSystem Ichitaro JSTARO4.0CX and TJSVDA.DLL Multiple Buffer Overflow Vulnerabilities af854a3a-2127-422

T—KBYU—X, ICEFB320EFa1 VT LOFES (MEEHE) OEERE : IPAMITEIZA SRLEHERIE  af854a3a-2127-422
IBM X-Force Exchange af854a3a-2127-422

— KBRS ZEER UCARERTOY S AOEITEMRMEICDLNT (update: 2007.11.1) | BESHE | Y ¥ A Y AT L af854a3a-2127-422

/| |

www.fourteenforty.jp/research/advisory.cgi af854a83a-2127-422
JUN#29211062: —ABBY U —XIC/\w 7 7 4 —)\— 7 O—OHEsEHE af854a3a-2127-422
JVN#32981509: —KBRY U —X[C/\y 7 7 74 —/)\— T O - DHEssHE af854a3a-2127-422
IBM X-Force Exchange af854a3a-2127-422
JVN:JVN#29211062 MITRE
JVN:JVN#32981509 MITRE
JVN:JVN#50495547 MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/justsystem
http://cve.report/software/justsystem/ichitaro
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.fourteenforty.jp/research/advisory.cgi?FFRRA-20071025-1
http://www.vupen.com/english/advisories/2007/3623
http://www.fourteenforty.jp/research/advisory.cgi?FFRRA-20071025-2
http://secunia.com/advisories/27393
http://jvn.jp/jp/JVN%252350495547/index.html
http://osvdb.org/39394
http://www.securityfocus.com/bid/26206
http://www.ipa.go.jp/security/vuln/200710_Ichitaro.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/38130
http://www.justsystems.com/jp/info/pd7004.html
http://www.fourteenforty.jp/research/advisory.cgi?FFRRA-20071025-3
http://jvn.jp/jp/JVN%252329211062/index.html
http://jvn.jp/jp/JVN%252332981509/index.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/38129
http://jvn.jp/jp/JVN#29211062/index.html
http://jvn.jp/jp/JVN#32981509/index.html
http://jvn.jp/jp/JVN#50495547/index.html
https://www.cve.org/CVERecord?id=CVE-2007-5687
https://nvd.nist.gov/vuln/detail/CVE-2007-5687

There are currently no legacy QID mappings associated with this CVE.
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