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Summary

CVE CVE-2007-5689

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-29 19:46:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The Java Virtual Machine (JVM) in Sun Java Runtime Environment (JRE) in SDK and JRE 1.3.x through 1.3.1_20 and 1.4.x through 1.4.2_15, and JDK and JRE 5.x through 5.0 Update 12 and 6.x through 6 Update 2, allows remote attackers to execute arbitrary programs, or read or modify arbitrary files, via applets that grant privileges to themselves.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update10 All All

Application Sun Jdk 1.5.0 update11 All All

Application Sun Jdk 1.5.0 update12 All All

Application Sun Jdk 1.5.0 update2 All All
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Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update7 All All

Application Sun Jdk 1.5.0 update8 All All

Application Sun Jdk 1.5.0 update9 All All

Application Sun Jdk 1.6.0 update1 All All

Application Sun Jdk All update2 All All

Application Sun Jre 1.3.0 All All All

Application Sun Jre 1.3.0 update5 All All

Application Sun Jre 1.3.1 update1 All All

Application Sun Jre 1.3.1 update16 All All

Application Sun Jre 1.3.1 update18 All All

Application Sun Jre 1.3.1 update19 All All

Application Sun Jre 1.3.1 update1a All All

Application Sun Jre 1.4 All All All

Application Sun Jre 1.4.1 update3 All All

Application Sun Jre 1.4.2 All All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_13 All All All

Application Sun Jre 1.4.2_14 All All All

Application Sun Jre 1.4.2_3 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All
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Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre 1.3.0 All All All

Application Sun Jre 1.3.0 update5 All All

Application Sun Jre 1.3.1 update1 All All

Application Sun Jre 1.3.1 update16 All All

Application Sun Jre 1.3.1 update18 All All

Application Sun Jre 1.3.1 update19 All All

Application Sun Jre 1.3.1 update1a All All

Application Sun Jre 1.4 All All All

Application Sun Jre 1.4.1 update3 All All

Application Sun Jre 1.4.2 All All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_13 All All All

Application Sun Jre 1.4.2_14 All All All

Application Sun Jre 1.4.2_3 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update10 All All

Application Sun Jre 1.5.0 update11 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Jre 1.5.0 update7 All All

Application Sun Jre 1.5.0 update8 All All

Application Sun Jre 1.5.0 update9 All All

Application Sun Jre 1.6.0 update_1 All All
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Application Sun Jre 1.6.0 update_1 All All

Application Sun Jre 1.6.0 update_2 All All

Application Sun Jre All update20 All All

Application Sun Jre All update15 All All

Application Sun Jre All update12 All All

Application Sun Sdk 1.3.1_01 All All All

Application Sun Sdk 1.3.1_01a All All All

Application Sun Sdk 1.3.1_16 All All All

Application Sun Sdk 1.3.1_18 All All All

Application Sun Sdk 1.3.1_19 All All All

Application Sun Sdk 1.3.1_20 All All All

Application Sun Sdk 1.4.2 All All All

Application Sun Sdk 1.4.2_03 All All All

Application Sun Sdk 1.4.2_08 All All All

Application Sun Sdk 1.4.2_09 All All All

Application Sun Sdk 1.4.2_10 All All All

Application Sun Sdk 1.4.2_11 All All All

Application Sun Sdk 1.4.2_12 All All All

Application Sun Sdk 1.4.2_13 All All All

Application Sun Sdk 1.4.2_14 All All All

Application Sun Sdk 1.3.1_01 All All All

Application Sun Sdk 1.3.1_01a All All All

Application Sun Sdk 1.3.1_16 All All All

Application Sun Sdk 1.3.1_18 All All All

Application Sun Sdk 1.3.1_19 All All All

Application Sun Sdk 1.3.1_20 All All All

Application Sun Sdk 1.4.2 All All All

Application Sun Sdk 1.4.2_03 All All All

Application Sun Sdk 1.4.2_08 All All All

Application Sun Sdk 1.4.2_09 All All All

Application Sun Sdk 1.4.2_10 All All All

Application Sun Sdk 1.4.2_11 All All All

Application Sun Sdk 1.4.2_12 All All All

Application Sun Sdk 1.4.2_13 All All All

Application Sun Sdk 1.4.2_14 All All All

Application Sun Sdk All All All All
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References

Reference Source

HP-UX update for JRE/JDK - Advisories - Secunia SECUNIA

IBM JDK/JRE: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Java Runtime Environment Lets Remote Applets Gain Elevated Privileges - SecurityTracker SECTRACK

40834 OSVDB

Oracle Fusion Middleware Technologies BEA

#103112: Vulnerability in Java Runtime Environment Virtual Machine May Allow Untrusted Application or Applet to Elevate Privileges SUNALERT

SSRT071483 HP

Sun JRE Applet Handling Vulnerability - Advisories - Secunia SECUNIA

BEA JRockit Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

VMware ESX Server update for Tomcat and Java JRE - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Gentoo update for ibm-jdk-bin and ibm-jre-bin - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Sun Java Runtime Environment Virtual Machine Remote Privilege Escalation Vulnerability BID

Webmail - OVH VUPEN

Repository / Oval Repository OVAL

ASA-2007-480 (SUN 103112) CONFIRM

Sun JDK/JRE: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Gentoo update for sun-jdk, sun-jre-bin, and emul-linux-x86-java - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Webmail - OVH VUPEN

Webmail - OVH VUPEN

Webmail - OVH VUPEN

VMSA-2008-0010.3 - VMware CONFIRM

JRockit: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2007-5689
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


