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CVE CVE-2007-5707
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-30 19:46:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description OpenLDAP before 2.3.39 allows remote attackers to cause a denial of service (slapd crash) via an LDAP request with a me

/ |

Risk And Classification

Primary CVSS: v2.0 7.1 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:C

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:N/AC:M/Au:N/C:N/I:N/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openldap Openldap 1.0 All All All


https://cve.report/
https://cve.report/CVE-2007-5707/mitre
https://cve.report/CVE-2007-5707/nist
https://cve.report/CVE-2007-5707/cve_org
https://cve.report/api/cve/CVE-2007-5707.json
https://cve.report/CVE-2007-5707.pdf
http://cve.report/vendor/openldap
http://cve.report/software/openldap/openldap
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127
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Application Upenidap Upenidap 2.2.28_r2 Al Al All
Application Openldap Openldap 2.2.29 rev_1.134 All All All
Application Openldap Openldap 224 All All All
Application Openldap Openldap 2.2.5 All All All
Application Openldap Openldap 2.2.6 All All All
Application Openldap Openldap 2.2.7 All All All
Application Openldap Openldap 2.2.8 All All All
Application Openldap Openldap 2.2.9 All All All
Application Openldap Openldap 2.3.27_2.20061018 All All All
Application Openldap Openldap 2.3.28_2.20061022 All All All
Application Openldap Openldap 2.3.28_20061022 All All All
Application Openldap Openldap 2.3.28_¢e1.0.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Fedora update for openldap - Advisories - Secunia af854a3a-2127-
Webmail - OVH af854a3a-2127-
Red Hat update for openldap - Advisories - Secunia af854a3a-2127-
Debian update for openldap2.3 - Advisories - Secunia af854a3a-2127-
OpenLDAP ITS - Software Bugs/5119 af854a3a-2127-
OpenLDAP Multiple Remote Denial of Service Vulnerabilities af854a3a-2127-
[SECURITY] Fedora Core 6 Update: openldap-2.3.30-3.fc6 af854a3a-2127-
Mandriva update for openldap - Advisories - Secunia af854a3a-2127-
About Security Update 2009-006 / Mac OS X v10.6.2 af854a3a-2127-
Ubuntu update for openldap - Advisories - Secunia af854a3a-2127-
Support / Security / Advisories / / MDKSA-2007:215 | Mandriva af854a3a-2127-
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-
#440632 - CVE-2007-5707 remote denial of service with malformed objectClasses attribute - Debian Bug report logs af854a3a-2127-
OpenLDAP Lets Remote Users Crash the slapd Daemon With Specially Crafted objectClasses Attributes - SecurityTracker af854a3a-2127-
Repository / Oval Repository af854a3a-2127-
Debian -- Security Information -- DSA-1541-1 openldap2.3 af854a3a-2127-
Support af854a3a-2127-
ADDIE QA 90NQ 11 NQ 1 Qaniivibs | Indata 20NQ NNR / Man AQ Y AN R 0 AfQEAARA D107
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http://secunia.com/advisories/27683
http://www.vupen.com/english/advisories/2007/3645
http://secunia.com/advisories/27596
http://secunia.com/advisories/29682
http://www.openldap.org/its/index.cgi/Software%20Bugs?id=5119
http://www.securityfocus.com/bid/26245
http://www.redhat.com/archives/fedora-package-announce/2007-November/msg00460.html
http://secunia.com/advisories/27587
http://support.apple.com/kb/HT3937
http://secunia.com/advisories/27868
http://www.mandriva.com/security/advisories?name=MDKSA-2007:215
http://www.vupen.com/english/advisories/2009/3184
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=440632
http://www.securitytracker.com/id?1018924
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10183
http://www.debian.org/security/2008/dsa-1541
http://www.redhat.com/support/errata/RHSA-2007-1038.html
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SUSE Update for Multiple Packages - Advisories - Secunia af854a3a-2127-
OpenLDAP 2.3.39 available af854a3a-2127-
Support af854a3a-2127-
OpenLDAP: Denial of Service vulnerabilities — Gentoo Linux Documentation af854a3a-2127-
OpenLDAP Denial of Service Vulnerabilities - Advisories - Secunia af854a3a-2127-
USN-551-1: OpenLDAP vulnerabilities | Ubuntu af854a3a-2127-
Gentoo update for openldap - Advisories - Secunia af854a3a-2127-
Security Announcement af854a3a-2127-
CVE Program record CVE.ORG

NVD vulnerability detail NVD

« | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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