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Summary

CVE CVE-2007-5740

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-31 16:46:00 UTC

Updated 2018-10-15 21:46:00 UTC

Description The format string protection mechanism in IMAPD for Perdition Mail Retrieval Proxy 1.17 and earlier allows remote attackers to execute arbitrary code via an IMAP tag with a null byte followed by a format string specifier, which is not counted by the mechanism.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vergenet Perdition Mail Retrieval Proxy All All All All

References

Reference Source Link

404 - Page not found! - SEC Consult MISC www.sec-consult.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Debian -- Security Information -- DSA-1398-1 perdition DEBIAN www.debian.org

SecurityFocus BUGTRAQ www.securityfocus.com

20071031 SEC Consult SA-20071031-0 :: Perdition IMAP Proxy Format String Vulnerability FULLDISC archives.neohapsis.com

Perdition IMAPD __STR_VWRITE Remote Format String Vulnerability BID www.securityfocus.com

Perdition: ChangLog CONFIRM www.vergenet.net

Perdition Format String Bug in IMAP Proxy Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian update for perdition - Advisories - Secunia SECUNIA secunia.com

Perdition IMAP Server Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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