CVE-2007-5745

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2007-5745
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2008-04-17 19:05:00 UTC
Updated 2017-09-29 01:29:00 UTC
Description Multiple heap-based buffer overflows in OpenOffice.org before 2.4 allow remote attackers to cause a denial of service (cras

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Openoffice Openoffice All All All

Language

All

References

Reference

Debian -- Security Information -- DSA-1547-1 openoffice.org

Bug 435678 — CVE-2007-5745 openoffice.org: Quattro Pro files handling heap overflows in Attribute and Font records
Support / Security / Advisories / / MDVSA-2008:095 | Mandriva

CVE-2007-5745/5747

Webmail - OVH

Sun StarOffice/StarSuite Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Red Hat update for openoffice.org - Advisories - Secunia

Ubuntu update for openoffice.org - Advisories - Secunia

SUSE update for OpenOffice_org - Advisories - Secunia

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 8 Update: openoffice.org-2.3.0-6.14.fc8

20080417 Multiple Vendor OpenOffice QPRO Multiple Heap Overflow Vulnerabilities

Gentoo update for openoffice and openoffice-bin - Advisories - Secunia
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https://cve.report/
https://cve.report/CVE-2007-5745/mitre
https://cve.report/CVE-2007-5745/nist
https://cve.report/CVE-2007-5745/cve_org
https://cve.report/CVE-2007-5745.pdf
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice
http://www.debian.org/security/2008/dsa-1547
https://bugzilla.redhat.com/show_bug.cgi?id=435678
http://www.mandriva.com/security/advisories?name=MDVSA-2008:095
http://www.openoffice.org/security/cves/CVE-2007-5745.html
http://www.vupen.com/english/advisories/2008/1253/references
http://secunia.com/advisories/29987
http://secunia.com/advisories/29871
http://secunia.com/advisories/30100
http://secunia.com/advisories/29910
http://www.redhat.com/support/errata/RHSA-2008-0175.html
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00448.html
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=691
http://secunia.com/advisories/30179

OpenOffice Heap Overflow in Processing Quattro Pro Files Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK ww

OpenOffice.org: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO se(
OpenOffice Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA sec
Repository / Oval Repository OVAL ovi
CVE-2007-4770/4771 CONFIRM WW
USN-609-1: OpenOffice.org vulnerabilities | Ubuntu UBUNTU ww
IBM X-Force Exchange XF ex(
OpenOffice.org Security Team CONFIRM ww
231601 SUNALERT  sur
Webmail - OVH VUPEN ww
Debian update for openoffice.org - Advisories - Secunia SECUNIA se(
Fedora update for openoffice.org - Advisories - Secunia SECUNIA sec
OpenOffice Multiple Heap Based Buffer Overflow Vulnerabilities BID WW
Security Announcement SUSE WW
CVE Program record CVE.ORG WW
NVD vulnerability detail NVD nvc
(| | 0|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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