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Integer overflow in OpenOffice.org before 2.4 allows remote attackers to cause a denial of service (crash) and possibly exe
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Openoffice Openoffice.org 2.0.3 All All All
Openoffice Openoffice.org 2.1 All All All
Openoffice Openoffice.org 2.2 All All All
Openoffice Openoffice.org 2.2.1 All All All
Openoffice Openoffice.org 2.3 All All All
Openoffice Openoffice.org 2.3.1 All All All
Openoffice Openoffice.org 2.0.3 All All All
Openoffice Openoffice.org 2.1 All All All
Openoffice Openoffice.org 2.2 All All All
Openoffice Openoffice.org 2.2.1 All All All
Openoffice Openoffice.org 2.3 All All All
Openoffice Openoffice.org 2.3.1 All All All
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Debian -- Security Information -- DSA-1547-1 openoffice.org

Support / Security / Advisories / / MDVSA-2008:095 | Mandriva

CVE-2007-5745/5747

Webmail - OVH

#231661: Manipulated EMF Files May Lead to Heap Overflows and Arbitrary Code Execution
Sun StarOffice/StarSuite Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Red Hat update for openoffice.org - Advisories - Secunia

Ubuntu update for openoffice.org - Advisories - Secunia
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rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 8 Update: openoffice.org-2.3.0-6.14.fc8

Gentoo update for openoffice and openoffice-bin - Advisories - Secunia

rhn.redhat.com | Red Hat Support

OpenOffice.org: Multiple vulnerabilities — Gentoo Linux Documentation

OpenOffice Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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USN-609-1: OpenOffice.org vulnerabilities | Ubuntu

OpenOffice Heap Overflow in Processing EMF Files Lets Remote Users Execute Arbitrary Code - SecurityTracker
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Red Hat update for openoffice.org - Advisories - Secunia

OpenOffice.org Security Team

Webmail - OVH

Support / Security / Advisories // MDVSA-2008:090 | Mandriva

Debian update for openoffice.org - Advisories - Secunia

Fedora update for openoffice.org - Advisories - Secunia

OpenOffice Multiple Heap Based Buffer Overflow Vulnerabilities

Security Announcement

20080417 Multiple Vendor OpenOffice EMF EMR_BITBLT Record Integer Overflow Vulnerability
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

DEBIAN

MANDRIVA

CONFIRM

VUPEN

SUNALERT

SECUNIA

SECUNIA

SECUNIA

SECUNIA

REDHAT

FEDORA

SECUNIA

REDHAT

GENTOO

SECUNIA

CONFIRM

UBUNTU

SECTRACK

OVAL

SECUNIA

CONFIRM

VUPEN

MANDRIVA

SECUNIA

SECUNIA

BID

SUSE

IDEFENSE

CVE.ORG

NVD

www.debi
www.man
WwWWw.oper
WWW.VUPE
sunsolve.:
secunia.ct
secunia.ct
secunia.ct
secunia.ct
www.redh
www.redh
secunia.ct
www.redh
security.g
secunia.ct
Www.oper
www.ubur
WWW.SecL
oval.cisec
secunia.ct
www.oper
WWW.VUPE
www.man
secunia.ct
secunia.ct
WWW.SecL
WWW.NOVE
labs.idefe
WWW.CVE.

nvd.nist.gr

il


http://www.debian.org/security/2008/dsa-1547
http://www.mandriva.com/security/advisories?name=MDVSA-2008:095
http://www.openoffice.org/security/cves/CVE-2007-5745.html
http://www.vupen.com/english/advisories/2008/1253/references
http://sunsolve.sun.com/search/document.do?assetkey=1-66-231661-1
http://secunia.com/advisories/29987
http://secunia.com/advisories/29871
http://secunia.com/advisories/30100
http://secunia.com/advisories/29910
http://www.redhat.com/support/errata/RHSA-2008-0175.html
https://www.redhat.com/archives/fedora-package-announce/2008-April/msg00448.html
http://secunia.com/advisories/30179
http://www.redhat.com/support/errata/RHSA-2008-0176.html
http://security.gentoo.org/glsa/glsa-200805-16.xml
http://secunia.com/advisories/29852
http://www.openoffice.org/security/cves/CVE-2007-4770.html
http://www.ubuntu.com/usn/usn-609-1
http://www.securitytracker.com/id?1019892
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10249
http://secunia.com/advisories/29844
http://www.openoffice.org/security/bulletin.html
http://www.vupen.com/english/advisories/2008/1375/references
http://www.mandriva.com/security/advisories?name=MDVSA-2008:090
http://secunia.com/advisories/29864
http://secunia.com/advisories/29913
http://www.securityfocus.com/bid/28819
http://www.novell.com/linux/security/advisories/2008_23_openoffice.html
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=692
https://www.cve.org/CVERecord?id=CVE-2007-5746
https://nvd.nist.gov/vuln/detail/CVE-2007-5746

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2007-5746
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


