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Summary

CVE CVE-2007-5751

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-10-31 17:46:00 UTC

Updated 2017-07-29 01:33:00 UTC

Description Liferea before 1.4.6 uses weak permissions (0644) for the feedlist.opml backup file, which allows local users to obtain credentials.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Liferea Liferea All All All All

References

Reference Source Link Tags

Liferea "feedlist.opml" Backup Insecure File Permissions - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Liferea Feedlist.OPML Local Information Disclosure Vulnerability BID www.securityfocus.com

SourceForge.net: Liferea: Files CONFIRM sourceforge.net Patch

Fedora update for liferea - Advisories - Secunia SECUNIA secunia.com

40649 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[SECURITY] Fedora 7 Update: liferea-1.2.23-4.fc7 FEDORA www.redhat.com

Bug 360641 – CVE-2007-5751 liferea weak permissions for the feedlist.opml backup file CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2007-5751/mitre
https://cve.report/CVE-2007-5751/nist
https://cve.report/CVE-2007-5751/cve_org
https://cve.report/api/cve/CVE-2007-5751.json
https://cve.report/CVE-2007-5751.pdf
http://cve.report/vendor/liferea
http://cve.report/software/liferea/liferea
http://secunia.com/advisories/27438
http://www.securityfocus.com/bid/26254
http://sourceforge.net/project/shownotes.php?release_id=550468
http://secunia.com/advisories/27491
http://osvdb.org/40649
https://exchange.xforce.ibmcloud.com/vulnerabilities/38156
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00021.html
https://bugzilla.redhat.com/show_bug.cgi?id=360641
https://www.cve.org/CVERecord?id=CVE-2007-5751
https://nvd.nist.gov/vuln/detail/CVE-2007-5751


There are currently no legacy QID mappings associated with this CVE.
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