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CVE CVE-2007-5755
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-14 01:46:00 UTC
Updated 2017-07-29 01:33:00 UTC
Description Multiple stack-based buffer overflows in the AOL AmpX ActiveX control in AmpX.dll 2.6.1.11 in AOL Radio allow remote att:

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Aol Radio All All All All
Application Aol Radio All All All All

References

1]

Reference Source Link

AOL Radio AmpX.DLL ActiveX Control Multiple Remote Buffer Overflow Vulnerabilities BID WWW.Secl
38705 OSsvDB osvdb.or¢
IBM X-Force Exchange XF exchange

AOL Radio Buffer Overflow in AmpX ActiveX Control Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.secl

20071109 AOL AmpX ActiveX Control Multiple Buffer Overflow Vulnerabilities IDEFENSE  labs.idefe
Webmail - OVH VUPEN WWW.VUp:
AOL Radio AmpX ActiveX Control Multiple Buffer Overflows - Advisories - Secunia SECUNIA secunia.c
CVE Program record CVE.ORG WwWWw.Ccve,
NVD vulnerability detail NVD nvd.nist.g

Wﬂ

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2007-5755/cve_org
https://cve.report/CVE-2007-5755.pdf
http://cve.report/vendor/aol
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http://cve.report/vendor/aol
http://cve.report/software/aol/radio
http://www.securityfocus.com/bid/26396
http://osvdb.org/38705
https://exchange.xforce.ibmcloud.com/vulnerabilities/38397
http://www.securitytracker.com/id?1018929
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=623
http://www.vupen.com/english/advisories/2007/3822
http://secunia.com/advisories/27622
https://www.cve.org/CVERecord?id=CVE-2007-5755
https://nvd.nist.gov/vuln/detail/CVE-2007-5755

There are currently no legacy QID mappings associated with this CVE.
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