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/

CVE CVE-2007-5794
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
2007-11-13 23:46:00 UTC

2018-10-15 21:46:00 UTC

Risk And Classification

Race condition in nss_Idap, when used in applications that are linked against the pthread library and fork after a call to nss_

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Application Nss Ldap
Application Nss Ldap

Product Version Update Edition Language
Nss Ldap All All All All
Nss Ldap All All All All

References

Reference Source
nss_ldap Race Condition Security Issue - Advisories - Secunia SECUNIA
[Dovecot] Authentication and the wrong mailbox? MLIST
Repository / Oval Repository OVAL
Support REDHAT
Support / Security / Advisories / / MDVSA-2008:049 | Mandriva MANDRIVA
Bug 367461 — CVE-2007-5794 nss_ldap randomly replying with wrong user's data CONFIRM
PADL 'nss_ldap' Race Condition Security Vulnerability BID
[Dovecot] hanging imap... and users getting other users' emails! MLIST
[security-announce] SUSE Security Summary Report SUSE-SR:2008:003 SUSE
Support REDHAT
Debian update for libnss-Idap - Advisories - Secunia SECUNIA
Gentoo Bug 198390 - sys-auth/nss_ldap < 258 race condition (CVE-2007-5794) CONFIRM

Link

secunia.com
www.dovecot.org
oval.cisecurity.org
www.redhat.com
www.mandriva.com
bugzilla.redhat.com
www.securityfocus.com
www.dovecot.org
lists.opensuse.org
www.redhat.com
secunia.com

bugs.gentoo.org


https://cve.report/
https://cve.report/CVE-2007-5794/mitre
https://cve.report/CVE-2007-5794/nist
https://cve.report/CVE-2007-5794/cve_org
https://cve.report/api/cve/CVE-2007-5794.json
https://cve.report/CVE-2007-5794.pdf
http://cve.report/vendor/nss_ldap
http://cve.report/software/nss_ldap/nss_ldap
http://cve.report/vendor/nss_ldap
http://cve.report/software/nss_ldap/nss_ldap
http://secunia.com/advisories/27670
http://www.dovecot.org/list/dovecot/2005-April/006859.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10625
http://www.redhat.com/support/errata/RHSA-2008-0715.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:049
https://bugzilla.redhat.com/show_bug.cgi?id=367461
http://www.securityfocus.com/bid/26452
http://www.dovecot.org/list/dovecot/2005-March/006345.html
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00003.html
http://www.redhat.com/support/errata/RHSA-2008-0389.html
http://secunia.com/advisories/28061
http://bugs.gentoo.org/show_bug.cgi?id=198390

Avaya Products nss_ldap Race Condition Security Issue - Advisories - Secunia
[#RPL-1913] nss_ldap CVE-2007-5794 - rPath Issue Tracking System

SUSE Update for Multiple Packages - Advisories - Secunia

IBM X-Force Exchange

SecurityFocus

Gentoo update for nss_ldap - Advisories - Secunia

rPath update for nss_ldap - Advisories - Secunia

ASA-2008-332 (RHSA-2008-0715)

Advisories:rPSA-2007-0255 - rPath Wiki

Gentoo Linux Documentation -- nss_Idap: Information disclosure

Mandriva update for nss_ldap - Advisories - Secunia

#453868 - Race condition in nss_Idap - Debian Bug report logs

Debian -- Security Information -- DSA-1430-1 libnss-Idap

Bug 154314 — nss_ldap randomly replying with wrong user's data

nss_ldap May Disclose Information on the Wrong User Request - Security Tracker
Red Hat update for nss_ldap - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Red Hat update for nss_Idap - Advisories - Secunia

CVE Program record

NVD vulnerability detail

/]

SECUNIA

CONFIRM

SECUNIA

XF

BUGTRAQ

SECUNIA

SECUNIA

CONFIRM

CONFIRM

GENTOO

SECUNIA

CONFIRM

DEBIAN

CONFIRM

SECTRACK

SECUNIA

SECUNIA

CVE.ORG

NVD

secunia.com
issues.rpath.com
secunia.com
exchange.xforce.ibmcloud.com
www.securityfocus.com
secunia.com
secunia.com
support.avaya.com
wiki.rpath.com
security.gentoo.org
secunia.com
bugs.debian.org
www.debian.org
bugzilla.redhat.com
www.securitytracker.com
secunia.com
secunia.com
WWW.CVe.org

nvd.nist.gov

| ]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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