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CVE CVE-2007-5795
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-02 22:46:00 UTC
Updated 2017-07-29 01:33:00 UTC
Description The hack-local-variables function in Emacs before 22.2, when enable-local-variables is set to :safe, does not properly searc
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux All All All All
Operating System Debian Debian Linux All All All All
Application Gnu Emacs All All All All

References |
Reference Source Link
About Security Update 2008-002 CONFIRM  docs.
[SECURITY] Fedora 7 Update: emacs-22.1-5.fc7 FEDORA WwWw.
Gentoo update for emacs - Advisories - Secunia SECUNIA secur
GNU Emacs Local Variable Processing Vulnerability - Advisories - Secunia SECUNIA secur
IBM X-Force Exchange XF exche
Fedora update for emacs - Advisories - Secunia SECUNIA secur
[emacs] Diff of /emacs/lisp/files.el CONFIRM  cvs.s
Gentoo Linux Documentation -- GNU Emacs: Multiple vulnerabilities GENTOO secur
Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secur
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.
Gentoo Bug 197958 - app-editors/emacs hack-local-variables Security bypass (CVE-2007-5795) CONFIRM  bugs.
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http://cve.report/software/gnu/emacs
http://docs.info.apple.com/article.html?artnum=307562
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00524.html
http://secunia.com/advisories/27984
http://secunia.com/advisories/27508
https://exchange.xforce.ibmcloud.com/vulnerabilities/38263
http://secunia.com/advisories/27728
http://cvs.savannah.gnu.org/viewvc/emacs/emacs/lisp/files.el?r1=1.896.2.28&r2=1.896.2.29
http://security.gentoo.org/glsa/glsa-200712-03.xml
http://secunia.com/advisories/29420
http://www.vupen.com/english/advisories/2008/0924/references
http://bugs.gentoo.org/show_bug.cgi?id=197958

#449008 - emacs22-common: enable-local-variables :safe mode acts like :all - Debian Bug report logs CONFIRM  bugs.

42060 OSVvDB osvdt
GNU Emacs Local Variable Handling Code Execution Vulnerability BID WWW.
Webmail - OVH VUPEN WWW.
Support / Security / Advisories / / MDVSA-2008:034 | Mandriva MANDRIVA  www.
Ubuntu update for emacs - Advisories - Secunia SECUNIA secur
APPLE-SA-2008-03-18 Security Update 2008-002 APPLE lists.e
USN-541-1: Emacs vulnerability | Ubuntu UBUNTU WWW.
CVE Program record CVE.ORG  www.
NVD vulnerability detail NVD nvd.n
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-11-09 Mark J Cox  Not vulnerable. This issue did not affect versions of Emacs as shipped with Red Hat Enterprise |
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There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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