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Summary

CVE CVE-2007-5816

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-05 18:46:00 UTC

Updated 2008-11-15 07:02:00 UTC

Description dialog.php in CONTENTCustomizer 3.1mp and earlier allows remote attackers to obtain sensitive author credentials by making a request with an editauthor action, then reading the value of the newlocalpassword password input field in the HTML source of the resulting page.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Contentcustomizer Contentcustomizer 3.1mp All All All

Application Contentcustomizer Contentcustomizer 3.1mp All All All

References

Reference Source Link Tags

CONTENTCustomizer Dialog.PHP Information Disclosure Vulnerability BID www.securityfocus.com

packetstorm.linuxsecurity.com/0710-exploits/contentcustom-disclose.txt MISC packetstorm.linuxsecurity.com Exploit

39150 OSVDB osvdb.org

CONTENTCustomizer "dialog.php" Information Disclosure - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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