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Summary

CVE CVE-2007-5824

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-05 19:46:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description webserver.c in mt-dappd in Firefly Media Server 0.2.4 and earlier allows remote attackers to cause a denial of service (NULL dereference and daemon crash) via a stats method action to /xml-rpc with (1) an empty Authorization header line, which triggers a crash in the ws_decodepassword function; or (2) a header line without a ':' character, which triggers a crash in the ws_getheaders function.

Risk And Classification

Primary CVSS: v2.0 7.1 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:C

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:N/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Firefly Media Server All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

None

Availability

Complete

https://cve.report/
https://cve.report/CVE-2007-5824/mitre
https://cve.report/CVE-2007-5824/nist
https://cve.report/CVE-2007-5824/cve_org
https://cve.report/api/cve/CVE-2007-5824.json
https://cve.report/CVE-2007-5824.pdf
http://cve.report/vendor/firefly
http://cve.report/software/firefly/media_server


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Firefly Media Server Multiple Null Pointer Dereference Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Gentoo update for mt-daapd - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

SourceForge.net: Files af854a3a-2127-422b-91ae-364da2661108

Debian -- Security Information -- DSA-1597-2 mt-daapd af854a3a-2127-422b-91ae-364da2661108

Gentoo Bug 200110 - media-sound/mt-daapd < 0.2.4.1 Two DoS and Format string vulnerability (CVE-2007-{5824,5825}) af854a3a-2127-422b-91ae-364da2661108

Firefly Media Server 0.2.4 - Remote Denial of Service - Linux dos Exploit af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

Gentoo Linux Documentation -- Multi-Threaded DAAP Daemon: Multiple vulnerabilities af854a3a-2127-422b-91ae-364da2661108

Debian update for mt-daapd - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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