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Summary

CVE CVE-2007-5846

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-06 21:46:00 UTC

Updated 2018-10-15 21:46:00 UTC

Description The SNMP agent (snmp_agent.c) in net-snmp before 5.4.1 allows remote attackers to cause a denial of service (CPU and memory consumption) via a GETBULK request with a large max-repeaters value.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Net-snmp Net-snmp All All All All

References

Reference Source

Ubuntu update for Net-SNMP - Advisories - Secunia SECUNIA

Gentoo Bug 198346 - net-analyzer/net-snmp < 5.4.1-r1 GETBULK Remote DoS (CVE-2007-5846) CONFIRM

Mandriva update for net-snmp - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

USN-564-1: Net-SNMP vulnerability | Ubuntu UBUNTU

Gentoo update for net-snmp - Advisories - Secunia SECUNIA

Net-snmp GETBULK Denial of Service Vulnerability - Advisories - Secunia SECUNIA

Public KB - SA43730 - 2018-04: Security Bulletin: Multiple vulnerabilities resolved in Pulse Connect Secure / Pulse Policy Secure 9.0R1 CONFIRM

VMware ESX Server Multiple Security Updates - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

Webmail - OVH VUPEN

Support / Security / Advisories / / MDKSA-2007:225 | Mandriva MANDRIVA

Debian -- Security Information -- DSA-1483-1 net-snmp DEBIAN
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Net-SNMP GETBULK Remote Denial of Service Vulnerability BID

Fedora update for net-snmp - Advisories - Secunia SECUNIA

Gentoo Linux Documentation -- Net-SNMP: Denial of Service GENTOO

[SECURITY] Fedora 7 Update: net-snmp-5.4-16.fc7 FEDORA

Red Hat update for net-snmp - Advisories - Secunia SECUNIA

38904 OSVDB

Net-snmp GETBULK Request Processing Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK

SourceForge.net: Files CONFIRM

404 Not Found MISC

Debian update for net-snmp - Advisories - Secunia SECUNIA

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA

[Security-announce] VMSA-2008-0007 Moderate Updated Service Console packages pcre, net-snmp, and OpenPegasus MLIST

net-snmp / Bugs / #1816 GETBULK with large max-repeaters DoS [CVE-2007-5846] CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

rhn.redhat.com | Red Hat Support REDHAT

404 Page Not Found | SUSE SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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