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CVE CVE-2007-5846
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-06 21:46:00 UTC
Updated 2018-10-15 21:46:00 UTC
Description The SNMP agent (snmp_agent.c) in net-snmp before 5.4.1 allows remote attackers to cause a denial of service (CPU and 1

/ |
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Net-snmp Net-snmp All All All All

Reference So
Ubuntu update for Net-SNMP - Advisories - Secunia SE
Gentoo Bug 198346 - net-analyzer/net-snmp < 5.4.1-r1 GETBULK Remote DoS (CVE-2007-5846) CC
Mandriva update for net-snmp - Advisories - Secunia SE
SecurityFocus BU
USN-564-1: Net-SNMP vulnerability | Ubuntu UB
Gentoo update for net-snmp - Advisories - Secunia SE
Net-snmp GETBULK Denial of Service Vulnerability - Advisories - Secunia SE

Public KB - SA43730 - 2018-04: Security Bulletin: Multiple vulnerabilities resolved in Pulse Connect Secure / Pulse Policy Secure 9.0R1  CC

VMware ESX Server Multiple Security Updates - Advisories - Secunia SE
Repository / Oval Repository (@)
Webmail - OVH VU
Support / Security / Advisories / / MDKSA-2007:225 | Mandriva MA

Debian -- Security Information -- DSA-1483-1 net-snmp DE



https://cve.report/
https://cve.report/CVE-2007-5846/mitre
https://cve.report/CVE-2007-5846/nist
https://cve.report/CVE-2007-5846/cve_org
https://cve.report/CVE-2007-5846.pdf
http://cve.report/vendor/net-snmp
http://cve.report/software/net-snmp/net-snmp
http://secunia.com/advisories/28413
http://bugs.gentoo.org/show_bug.cgi?id=198346
http://secunia.com/advisories/27685
http://www.securityfocus.com/archive/1/490917/100/0/threaded
http://www.ubuntu.com/usn/usn-564-1
http://secunia.com/advisories/27740
http://secunia.com/advisories/27558
https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA43730
http://secunia.com/advisories/29785
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11258
http://www.vupen.com/english/advisories/2008/1234/references
http://www.mandriva.com/security/advisories?name=MDKSA-2007:225
http://www.debian.org/security/2008/dsa-1483

Net-SNMP GETBULK Remote Denial of Service Vulnerability BIL

Fedora update for net-snmp - Advisories - Secunia SE
Gentoo Linux Documentation -- Net-SNMP: Denial of Service GE
[SECURITY] Fedora 7 Update: net-snmp-5.4-16.fc7 FE
Red Hat update for net-snmp - Advisories - Secunia SE
38904 (O
Net-snmp GETBULK Request Processing Bug Lets Remote Users Deny Service - SecurityTracker SE
SourceForge.net: Files CC
404 Not Found MIt
Debian update for net-snmp - Advisories - Secunia SE
SUSE Update for Multiple Packages - Advisories - Secunia SE
[Security-announce] VMSA-2008-0007 Moderate Updated Service Console packages pcre, net-snmp, and OpenPegasus ML
net-snmp / Bugs / #1816 GETBULK with large max-repeaters DoS [CVE-2007-5846] CC
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VU
rhn.redhat.com | Red Hat Support RE
404 Page Not Found | SUSE Su
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591371 Siemens SCALANCE X200 IRT Improper Input Validation Vulnerability (ICSA-23-047-02, SSA-617755)
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http://www.securityfocus.com/bid/26378
http://secunia.com/advisories/27733
http://security.gentoo.org/glsa/glsa-200711-31.xml
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00613.html
http://secunia.com/advisories/27689
http://osvdb.org/38904
http://www.securitytracker.com/id?1018918
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