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Summary

CVE CVE-2007-5894

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-06 02:46:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description ** DISPUTED ** The reply function in ftpd.c in the gssftp ftpd in MIT Kerberos 5 (krb5) does not initialize the length variable when auth_type has a certain value, which has unknown impact and remote authenticated attack vectors. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mit Kerberos 5 - All All All

Application Mit Kerberos 5 - All All All

References

Reference Source

Advisories:rPSA-2008-0112 - rPath Wiki CONFIRM

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

rPath update for krb5 - Advisories - Secunia SECUNIA

Full Disclosure: MIT Kerberos 5: Multiple vulnerabilities FULLDISC

Gentoo Bug 199205 - app-crypt/mit-krb5 <1.6.3-r1 multiple issues (CVE-2007-{5901,5902, 5971, 5972, 5894}) MISC

issues.rpath.com/browse/RPL-2012 CONFIRM

44333 OSVDB

SecurityFocus BUGTRAQ

Advisories:rPSA-2008-0112 - rPath Wiki CONFIRM

Security Announcement SUSE

Full Disclosure: Venustech reports of MIT krb5 vulns [CVE-2007-5894 CVE-2007-5901 CVE-2007-5902 CVE-2007-5971 CVE-2007-5972] FULLDISC

MIT Kerberos Multiple Memory Corruption Vulnerabilities BID

https://cve.report/
https://cve.report/CVE-2007-5894/mitre
https://cve.report/CVE-2007-5894/nist
https://cve.report/CVE-2007-5894/cve_org
https://cve.report/api/cve/CVE-2007-5894.json
https://cve.report/CVE-2007-5894.pdf
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://wiki.rpath.com/wiki/Advisories:rPSA-2008-0112
http://secunia.com/advisories/28636
http://secunia.com/advisories/29457
http://seclists.org/fulldisclosure/2007/Dec/0176.html
http://bugs.gentoo.org/show_bug.cgi?id=199205
https://issues.rpath.com/browse/RPL-2012
http://osvdb.org/44333
http://www.securityfocus.com/archive/1/489883/100/0/threaded
http://wiki.rpath.com/Advisories:rPSA-2008-0112
http://www.novell.com/linux/security/advisories/suse_security_summary_report.html
http://seclists.org/fulldisclosure/2007/Dec/0321.html
http://www.securityfocus.com/bid/26750


CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-12-14 Mark J Cox This issue is not a vulnerability, for more information see http://marc.info/?m=119743235325151

There are currently no legacy QID mappings associated with this CVE.
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