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AVLACHAUNCCICIAC Certain versions of Php from Php contain the following vulnerability:

PHP before 5.2.5 allows local users to bypass protection mechanisms
configured through php_admin_value or php_admin_flag in httpd.conf
by using ini_set to modify arbitrary configuration variables, a different

issue than CVE-2006-4625.

CVE-2007-5900 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.9 - MEDIUM

Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References

Description Tags Link
PHP: PHP 5 Changelog [ www.php.net CONFIRM

text/html www.php.net/ChangelLog-

5.php#5.2.5

PHP Multiple Vulnerabilities - Advisories - Secunia [ Patch | ){ SECUNIA 27648
HP-UX update for Apache with PHP - Advisories - Secunia ){ SECUNIA 30040
SecurityTracker.com Archives - PHP Buffer Overflows, Filtering Bypass, (%) SECTRACK 1018934
and Configuration Bypass Bugs May Let Users Gain Elevated Privileges
PHP: PHP 5.2.5 Release Announcement [ www.php.net CONFIRM

text/html www.php.net/releases/5 2 5.ohp



https://cve.report/
https://cve.report/CVE-2007-5900/mitre
https://cve.report/CVE-2007-5900/nist
https://cve.report/CVE-2007-5900/cve_org
https://cve.report/CVE-2007-5900.pdf
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.php.net/ChangeLog-5.php#5.2.5
https://web.archive.org/web/2007/http://secunia.com/advisories/27648
https://web.archive.org/web/2007/http://secunia.com/advisories/30040
http://securitytracker.com/id?1018934
http://www.php.net/releases/5_2_5.php

issues.rpath.com () CONFIRM

issues.rpath.com/browse/RPL-1943

SecurityFocus %) HP SSRT080056
PHP Bugs: #41561: Values set with php_admin_* in httpd.conf can be CONFIRM
overwritten with ini_set() bugs.php.net/bug.php?id=41561
Advisories:rPSA-2007-0242 - rPath Wiki @ CONFIRM
wiki.rpath.com/wiki/Advisories:rPSA-
2007-0242
rPath update for php5 - Advisories - Secunia { SECUNIA 27659

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All

« Previous ID Next ID—
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