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Summary

CVE CVE-2007-5901

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-06 02:46:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Use-after-free vulnerability in the gss_indicate_mechs function in lib/gssapi/mechglue/g_initialize.c in MIT Kerberos 5 (krb5) has unknown impact and attack vectors. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.5.2 All All All

Operating System Apple Mac Os X 10.4.11 All All All

Operating System Apple Mac Os X 10.5.2 All All All

Operating System Apple Mac Os X Server 10.4.11 All All All

Operating System Apple Mac Os X Server 10.5.2 All All All

Operating System Apple Mac Os X Server 10.4.11 All All All

Operating System Apple Mac Os X Server 10.5.2 All All All

Application Mit Kerberos 5 All All All All
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issues.rpath.com/browse/RPL-2012 CONFIRM

Gentoo update for krb5 - Advisories - Secunia SECUNIA

Ubuntu update for krb5 - Advisories - Community SECUNIA

[SECURITY] Fedora 7 Update: krb5-1.6.1-9.fc7 FEDORA

MIT Kerberos 5: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Red Hat update for krb5 - Advisories - Secunia SECUNIA

Full Disclosure: Venustech reports of MIT krb5 vulns [CVE-2007-5894 CVE-2007-5901 CVE-2007-5902 CVE-2007-5971 CVE-2007-5972] FULLDISC

43346 OSVDB

MIT Kerberos Multiple Memory Corruption Vulnerabilities BID

199214 – mit-krb5 lib vulnerability MISC

[SECURITY] Fedora 8 Update: krb5-1.6.2-14.fc8 FEDORA

USN-924-1: Kerberos vulnerabilities | Ubuntu UBUNTU

Advisories | Mandriva MANDRIVA

APPLE-SA-2008-03-18 Security Update 2008-002 APPLE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-12-14 Mark J Cox Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=CVE-2007-5901 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw.

There are currently no legacy QID mappings associated with this CVE.
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