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CVE CVE-2007-5902
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-06 02:46:00 UTC
Updated 2020-01-21 15:44:00 UTC
Description Integer overflow in the svcauth_gss_get_principal function in lib/rpc/svc_auth_gss.c in MIT Kerberos 5 (krb5) allows remote
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mit Kerberos 5 - All All All

Application Mit Kerberos 5 - All All All
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Full Disclosure: MIT Kerberos 5: Multiple vulnerabilities F
issues.rpath.com/browse/RPL-2012 C
Ubuntu update for krb5 - Advisories - Community £
44748 C
SecurityFocus E
Advisories:rPSA-2008-0112 - rPath Wiki C

m

Security Announcement

Full Disclosure: Venustech reports of MIT krb5 vuins [CVE-2007-5894 CVE-2007-5901 CVE-2007-5902 CVE-2007-5971 CVE-2007-5972] F
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MIT Kerberos Multiple Memory Corruption Vulnerabilities E

199214 — mit-krb5 lib vulnerability N
USN-940-1: Kerberos vulnerabilities | Ubuntu L
USN-924-1: Kerberos vulnerabilities | Ubuntu L

m

Ubuntu update for krb5 - Advisories - Community
CVE Program record C

NVD vulnerability detail N
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-12-14 Mark Jd Cox  This issue is not a practical vulnerability, for more information see http://marc.info/?m=1197432¢
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There are currently no legacy QID mappings associated with this CVE.
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