
CVE-2007-5904
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-5904

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-09 18:46:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description Multiple buffer overflows in CIFS VFS in Linux kernel 2.6.23 and earlier allows remote attackers to cause a denial of service (crash) and possibly execute arbitrary code via long SMB responses that trigger the overflows in the SendReceive function.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source

rhn.redhat.com | Red Hat Support REDHAT

USN-618-1: Linux kernel vulnerabilities | Ubuntu UBUNTU

Linux Kernel CIFS "SendReceive()" Buffer Overflow - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE

SUSE update for kernel - Advisories - Secunia SECUNIA

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE

SUSE update for kernel - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

rPath update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SUSE update for kernel - Advisories - Secunia SECUNIA

Red Hat update for kernel - Advisories - Secunia SECUNIA

https://cve.report/
https://cve.report/CVE-2007-5904/mitre
https://cve.report/CVE-2007-5904/nist
https://cve.report/CVE-2007-5904/cve_org
https://cve.report/api/cve/CVE-2007-5904.json
https://cve.report/CVE-2007-5904.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.redhat.com/support/errata/RHSA-2008-0089.html
http://www.ubuntu.com/usn/usn-618-1
http://secunia.com/advisories/27666
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9901
http://lists.opensuse.org/opensuse-security-announce/2008-03/msg00007.html
http://secunia.com/advisories/27888
http://lists.opensuse.org/opensuse-security-announce/2008-06/msg00006.html
http://secunia.com/advisories/29570
http://www.securityfocus.com/archive/1/487808/100/0/threaded
http://www.vupen.com/english/advisories/2007/3860
http://secunia.com/advisories/28826
http://secunia.com/advisories/27912
http://secunia.com/advisories/28643


Red Hat update for kernel - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

git.kernel.org CONFIRM

Security Announcement SUSE

[security-announce] SUSE Security Announcement: Linux kernel security pr SUSE

Ubuntu update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Debian -- Security Information -- DSA-1428-2 linux-2.6 DEBIAN

SecurityTracker.com Archives - Linux Kernel Buffer Overflow in CIFS VFS May Let Remote Authenticated Users Execute Arbitrary Code SECTRACK

Linux Kernel CIFS Transport.C Remote Buffer Overflow Vulnerability BID

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE

wiki.rpath.com/wiki/Advisories:rPSA-2008-0048 CONFIRM

'Re: Fw: Buffer overflow in CIFS VFS.' - MARC MLIST

rhn.redhat.com | Red Hat Support REDHAT

git.kernel.org

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

'Buffer overflow in CIFS VFS.' - MARC MLIST

SUSE update for kernel-rt - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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