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Summary

CVE CVE-2007-5925

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-10 02:46:00 UTC

Updated 2018-10-03 21:50:00 UTC

Description The convert_search_mode_to_innobase function in ha_innodb.cc in the InnoDB engine in MySQL 5.1.23-BK and earlier allows remote authenticated users to cause a denial of service (database crash) via a certain CONTAINS operation on an indexed column, which triggers an assertion error.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mysql Mysql All All All All

References

Reference Source

Gentoo Bug 198988 - dev-db/mysql < 5.0.44-r2 dev-db/mysql-community InnoDB "CONTAINS" DoS (CVE-2007-5925) CONFIRM

Gentoo Linux Documentation -- MySQL: Denial of Service GENTOO

[SECURITY] Fedora 7 Update: mysql-5.0.45-6.fc7 FEDORA

USN-559-1: MySQL vulnerabilities | Ubuntu security notices UBUNTU

[security-announce] SUSE Security Summary Report SUSE-SR:2008:003 SUSE

rhn.redhat.com | Red Hat Support REDHAT

Gentoo update for mysql - Advisories - Secunia SECUNIA

Advisories | Mandriva MANDRIVA

Debian update for mysql-dfsg, mysql-dfsg-5.0, and mysql-dfsg-4.1 - Advisories - Secunia SECUNIA

MySQL Bugs: Access denied CONFIRM

IBM X-Force Exchange XF

rhn.redhat.com | Red Hat Support REDHAT

Mandriva update for MySQL - Advisories - Secunia SECUNIA
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http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00003.html
http://www.redhat.com/support/errata/RHSA-2007-1155.html
http://secunia.com/advisories/27649
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MySQL Server InnoDB CONVERT_SEARCH_MODE_TO_INNOBASE Function Denial Of Service Vulnerability BID

The Slackware Linux Project: Slackware Security Advisories SLACKWARE

Fedora update for mysql - Advisories - Secunia SECUNIA

Red Hat update for mysql - Advisories - Secunia SECUNIA

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA

Slackware update for mysql - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

MySQL InnoDB Denial of Service Vulnerability - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1413-1 mysql DEBIAN

USN-1397-1: MySQL vulnerabilities | Ubuntu UBUNTU

[Full-Disclosure] Mailing List Charter FULLDISC

Webmail | OVH- OVH VUPEN

Ubuntu update for mysql - Advisories - Secunia SECUNIA

[SECURITY] Fedora 8 Update: mysql-5.0.45-6.fc8 FEDORA

SecurityTracker.com Archives - MySQL convert_search_mode_to_innobase() Bug Lets Remote Authenticated Users Deny Service SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://www.securityfocus.com/bid/26353
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.428959
http://secunia.com/advisories/28025
http://secunia.com/advisories/28099
http://secunia.com/advisories/28838
http://secunia.com/advisories/28108
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11390
http://secunia.com/advisories/27568
http://www.debian.org/security/2007/dsa-1413
http://www.ubuntu.com/usn/USN-1397-1
http://lists.grok.org.uk/pipermail/full-disclosure/2007-November/067350.html
http://www.vupen.com/english/advisories/2007/3903
http://secunia.com/advisories/28128
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00467.html
http://www.securitytracker.com/id?1018978
https://www.cve.org/CVERecord?id=CVE-2007-5925
https://nvd.nist.gov/vuln/detail/CVE-2007-5925
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2007-5925
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


