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CVE CVE-2007-5958
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-18 23:00:00 UTC
Updated 2018-10-15 21:47:00 UTC
Description X.Org Xserver before 1.4.1 allows local users to determine the existence of arbitrary files via a filename argument in the -sg
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application X.org Xserver All All All All
Reference

SUSE Updates for Multiple Packages - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Advisories | Mandriva

Repository / Oval Repository

About Security Update 2008-002

[SECURITY] Fedora 8 Update: xorg-x11-server-1.3.0.0-39.fc8

Advisories | Mandriva

Avaya CMS Solaris X Window System Information Disclosure - Advisories - Secunia
Advisories | Mandriva

OpenBSD 4.2 errata

SUSE update for Xorg and XFree - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

rhn.redhat.com | Red Hat Support



https://cve.report/
https://cve.report/CVE-2007-5958/mitre
https://cve.report/CVE-2007-5958/nist
https://cve.report/CVE-2007-5958/cve_org
https://cve.report/CVE-2007-5958.pdf
http://cve.report/vendor/x.org
http://cve.report/software/x.org/xserver
http://secunia.com/advisories/29622
http://www.vupen.com/english/advisories/2008/0179
http://www.mandriva.com/security/advisories?name=MDVSA-2008:021
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5393
http://docs.info.apple.com/article.html?artnum=307562
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00641.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:023
http://secunia.com/advisories/28997
http://www.mandriva.com/security/advisories?name=MDVSA-2008:022
http://www.openbsd.org/errata42.html#006_xorg
http://secunia.com/advisories/28540
http://www.vupen.com/english/advisories/2008/0184
http://www.redhat.com/support/errata/RHSA-2008-0029.html

X.Org X server and Xfont library: Multiple vulnerabilities — Gentoo Linux Documentation

X.Org xorg-server 1.1.1-48.13 - Probe for Files (PoC) - Multiple dos Exploit

Webmail | OVH- OVH

X.Org X 'Server X:1 -sp' Command Information Disclosure Vulnerability

SecurityFocus

issues.rpath.com/browse/RPL-1970

HP-UX Xserver Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo Bug 204362 - x11-base/xorg-server|x11-libs/libXfont Multiple vulnerabilities (CVE-2007-{5760,5958,6427,6428,6429}CVE-2008-0006)

[SECURITY] Fedora 7 Update: xorg-x11-server-1.3.0.0-15.fc7

SSRT080083

Support

IBM X-Force Exchange

[security-announce] SUSE Security Summary Report SUSE-SR:2008:08

Mandriva update for x11-server-xgl - Advisories - Secunia

Ubuntu update for libxfont and xorg-server - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Gentoo update for xorg-server and libxfont - Advisories - Secunia

Linux Terminal Server Project: Multiple vulnerabilities — Gentoo Linux Documentation

X.org X11 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mandriva update for x11-server - Advisories - Secunia

NX: User-assisted execution of arbitrary code — Gentoo Linux Documentation

Sun Solaris X Window System and X Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

RETIRED: X.Org X Server Local Privilege Escalation and Information Disclosure Vulnerabilities

rPath update for xorg-x11 - Advisories - Secunia

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

modular -> monolithic

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

230901

OpenBSD update for X.Org - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Fedora update for xorg-x11-server - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Advisories | Mandriva

Red Hat update for xorg-x11-server - Advisories - Secunia

OpenBSD 4.1 errata

[security-announce] SUSE Security Announcement: Xorg and XFree (SUSE-SA:


http://security.gentoo.org/glsa/glsa-200801-09.xml
https://www.exploit-db.com/exploits/5152
http://www.vupen.com/english/advisories/2008/0497/references
http://www.securityfocus.com/bid/27356
http://www.securityfocus.com/archive/1/487335/100/0/threaded
https://issues.rpath.com/browse/RPL-1970
http://secunia.com/advisories/32545
http://www.vupen.com/english/advisories/2008/3000
http://bugs.gentoo.org/show_bug.cgi?id=204362
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00704.html
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01543321
http://www.redhat.com/support/errata/RHSA-2008-0031.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/39769
http://lists.opensuse.org/opensuse-security-announce/2008-04/msg00005.html
http://secunia.com/advisories/28616
http://secunia.com/advisories/28535
http://secunia.com/advisories/28273
http://www.gentoo.org/security/en/glsa/glsa-200805-07.xml
http://secunia.com/advisories/28532
http://secunia.com/advisories/28584
http://security.gentoo.org/glsa/glsa-200804-05.xml
http://secunia.com/advisories/28550
http://www.securityfocus.com/bid/27336
http://secunia.com/advisories/28718
http://secunia.com/advisories/29420
http://lists.freedesktop.org/archives/xorg/2008-January/031918.html
http://www.vupen.com/english/advisories/2008/0924/references
http://sunsolve.sun.com/search/document.do?assetkey=1-26-230901-1
http://secunia.com/advisories/28843
http://secunia.com/advisories/28592
http://www.redhat.com/support/errata/RHSA-2008-0030.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:025
http://secunia.com/advisories/28543
http://www.openbsd.org/errata41.html#012_xorg
http://lists.opensuse.org/opensuse-security-announce/2008-01/msg00004.html

Deblan update for xorg-server - Advisories - Secunia

#103205: Security Vulnerability in the Solaris X Server May Lead to Unauthorized Disclosure of Information on Access Restricted Files and Di
Red Hat update for XFree86 - Advisories - Secunia

NX Server X11 Multiple Vulnerabilities - Advisories - Secunia

Gentoo Itsp Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Debian -- Security Information -- DSA-1466-1 xorg-server

Red Hat update for xorg-x11 - Advisories - Secunia

APPLE-SA-2008-03-18 Security Update 2008-002

X Server Bugs in XFree86, Xinput, TOG-CUP, MIT-SHM, and EVI Extensions Let Local Users Gain Root Privileges - SecurityTracker
Gentoo update for nxnode and nx - Advisories - Secunia

USN-571-1: X.org vulnerabilities | Ubuntu security notices

ASA-2008-084 (RHSA-2008-0153)

Repository / Oval Repository

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/28539
http://sunsolve.sun.com/search/document.do?assetkey=1-26-103205-1
http://secunia.com/advisories/28542
http://secunia.com/advisories/28885
http://secunia.com/advisories/30161
http://www.debian.org/security/2008/dsa-1466
http://secunia.com/advisories/28536
http://lists.apple.com/archives/security-announce/2008/Mar/msg00001.html
http://securitytracker.com/id?1019232
http://secunia.com/advisories/29707
https://usn.ubuntu.com/571-1/
http://support.avaya.com/elmodocs2/security/ASA-2008-084.htm
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10991
https://www.cve.org/CVERecord?id=CVE-2007-5958
https://nvd.nist.gov/vuln/detail/CVE-2007-5958
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https://uspto.report/company/Mitre-Corp
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