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Summary

CVE CVE-2007-5964

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-13 18:46:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description The default configuration of autofs 5 in some Linux distributions, such as Red Hat Enterprise Linux (RHEL) 5, omits the nosuid option for the hosts (/net filesystem) map, which allows local users to gain privileges via a setuid program on a remote NFS server.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 5.0 All All All

References

Reference Source Link

[SECURITY] Fedora 8 Update: autofs-5.0.2-20 FEDORA www.redhat.com

Red Hat autofs "/net" Privilege Escalation Vulnerability - Advisories - Secunia SECUNIA secunia.com

Bug 410031 – CVE-2007-5964 autofs defaults don't restrict suid in /net MISC bugzilla.redhat.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Bug 409701 – CVE-2007-5964 Privilege Escalation (from local system) through /net autofs mount configuration bug CONFIRM bugzilla.redhat.com

Support / Security / Advisories / / MDVSA-2008:009 | Mandriva MANDRIVA www.mandriva.com

40441 OSVDB osvdb.org

Support REDHAT www.redhat.com

Mandriva update for autofs - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 7 Update: autofs-5.0.1-29 FEDORA www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

Red Hat autofs Lets Local Users Gain Root Privileges - SecurityTracker SECTRACK securitytracker.com
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autofs nosuid Mount Option Local Privilege Escalation Vulnerability BID www.securityfocus.com

Fedora update for autofs - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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