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Summary

CVE CVE-2007-5965

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-08 01:46:00 UTC

Updated 2011-03-08 03:01:00 UTC

Description QSslSocket in Trolltech Qt 4.3.0 through 4.3.2 does not properly verify SSL certificates, which might make it easier for remote attackers to trick a user into accepting an invalid server certificate for a spoofed service, or trick a service into accepting an invalid client certificate for a user.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trolltech Qsslsocket 4.3.0 All All All

Application Trolltech Qsslsocket 4.3.1 All All All

Application Trolltech Qsslsocket 4.3.2 All All All

Application Trolltech Qsslsocket 4.3.0 All All All

Application Trolltech Qsslsocket 4.3.1 All All All

Application Trolltech Qsslsocket 4.3.2 All All All

References

Reference Source Link

USN-579-1: Qt vulnerability | Ubuntu UBUNTU www.ubuntu.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Qt QSslSocket Certificate Verification Vulnerability - Advisories - Secunia SECUNIA secunia.com

Fedora update for qt - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for qt - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora 8 Update: qt4-4.3.3-1.fc8 FEDORA www.redhat.com

Trolltech releases security fix for Qt 4.3 — Trolltech CONFIRM trolltech.com

Support / Security / Advisories / / MDVSA-2008:042 | Mandriva MANDRIVA www.mandriva.com

https://cve.report/
https://cve.report/CVE-2007-5965/mitre
https://cve.report/CVE-2007-5965/nist
https://cve.report/CVE-2007-5965/cve_org
https://cve.report/CVE-2007-5965.pdf
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qsslsocket
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qsslsocket
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qsslsocket
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qsslsocket
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qsslsocket
http://cve.report/vendor/trolltech
http://cve.report/software/trolltech/qsslsocket
http://www.ubuntu.com/usn/usn-579-1
http://secunia.com/advisories/28636
http://secunia.com/advisories/28228
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http://trolltech.com/company/newsroom/announcements/press.2007-12-21.2182567220
http://www.mandriva.com/security/advisories?name=MDVSA-2008:042


Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Security Announcement SUSE www.novell.com

Trolltech Qt QSslSocket Class Certificate Verification Security Bypass Vulnerability BID www.securityfocus.com

[SECURITY] Fedora 7 Update: qt4-4.3.3-1.fc7 FEDORA www.redhat.com

Bug 427232 – CVE-2007-5965 qt4: QSslSocket may skip SSL certificate verification MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-01-08 Mark J Cox Not vulnerable. This issue did not affect versions of qt or qt4 packages as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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